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1 INTRODUCTION 
 

Based on the threat analysis presented in D5.1, this document specifies the security 

components required for the SCENE architecture ranging from preventive security to a 

reactive security system. All partners have contributed to the definition of this SCENE security 

framework, which is one of the major challenges to be met in order to promote the solution 

to customers. 

This deliverable aims to present the preventive security measures highlighted to reduce the 

attack surface. Promoting the security by-design concept, a data access management policy, 

internal communication security measures, specific rules for interaction between sensors and 

intelligent gateway and a particular focus on third-party application security rules running 

inside the IGW, which constitutes an essential line of defence for SCENE. Then knowing that 

preventive measures are not enough, an Intrusion Detection System (IDS) is proposed to act 

as a second line of defence especially against active and internal attacks. On one hand, the 

different components that are involved in the detection process, the detection phases (i.e., 

data acquisition, learning) and IDS specification are described. On the other hand, an 

adaptation of intelligent machine-learning models is presented; it describes the dedicated 

features that the IDS must have in order to fit in the SCENE constraints. Afterwards a particular 

focus on content security system security measures is described in section 4 to protect the 

content delivery system running inside the intelligent gateway. Finally, section 5 describes 

how the system will be tested to fulfil the security requirements. 
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2 PREVENTIVE NETWORK SECURITY SYSTEM  
 

This chapter specifies the proposed measure to ensure that the system has an excellent up-

to-date security level and protected against external threats. 

 

2.1 Security by-design 

2.1.1 Coding strategy 

SCENE project should follow the OWASP Secure Coding Practices to provide a first security 

level based on the “security by design” principle. This principle states that security should be 

embedded into the system from the early stages of development, as opposed to being added 

later on, as an “afterthought” or patch over a completed system. 

The coding should also follow the “security by default” principle, which means that the system 

should move by default to the safer state when an unexpected event occurs. 

The code must also be subject to security tests and validations as part of SCENE pilot tests. 

 

2.1.2 Data Access Management Policy 

The data generated by the sensors may have different levels of sensitivity. Depending on the 

specific application, data may contain personal identifiable information, such as car license 

plates or photographic evidence where a person may be recognized by the identification of 

his/her vehicle. In other applications, such as the monitoring of critical infrastructures, data 

disclosure is not critical (consisting of measurements such as acceleration and temperature), 

while data tampering may have serious consequences. In other instances, the availability of 

data can be of critical importance for the objective of the system, as is the case in the 

monitoring of air pollution. 

The Data Access Management Policy must take into consideration these different 

requirements, providing the protection of the confidentiality, integrity and availability of the 

sensor-originated data. 

SCENE’s Data Access Management Policy consists of the following rules: 

1. Confidentiality: Technical controls such as encryption and access segregation should 

be in place to ensure data is only accessible by those authorized to view it. These 

controls must be present in all communication interfaces used to exchange data 

between sensors and service platform, and must also be present in the data “at rest”, 

meaning the protection of data from unauthorized access in the sensor itself and in 

the “data lake” of the service platform; 
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2. Integrity: Data integrity must be guaranteed in all points of the SCENE system. Where 

technically feasible, communication should be done over tamper-proof security 

algorithms. Data at rest may use hashing algorithms to ensure tamper-proof or 

tamper-evident characteristics of the information. The specific techniques to 

implement data integrity will be dependent on the use case and its risk profile; 

 

3. Availability: The SCENE system should allow the implementation of redundancies to 

reduce the risk of failure due to component malfunction. Monitoring should be used 

to identify possible failures to transmit information through the SCENE network for 

an extended period of time; 

 

4. Data segregation: The SCENE system will be used by different actors, each using their 

distinct set of sensors and data-consuming client applications. The system must 

segregate the data so that each actor only has access to his/her data; 

 

5. Traceability: Where the data is used as evidence in a traffic violation, it is important 

to be able to trace the data to the exact sensor and date/time where and when it was 

generated; 

 

6. Authentication and Authorization: to ensure that data is accessible only by 

authorized users, a secure authentication and authorization mechanism must be 

implemented to identify authorized users. 

 

2.1.3 Protocol usage 

 

It will be ensured that the proposed security system natively meets the requirements of 

"security by design" especially in terms of protocols integration; the proposed protocols 

should not be vulnerable to attacks as listed in D5.1 (e.g. denial of service, man in the 

middle...). To ensure this, the latest versions of the protocols should to be used. Exceptions 

related to the specific constraints for the communication between Intelligent Gateways and 

Sensors are taken into account and described in section 2.3. 
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2.2 Internal communication security 

2.2.1 Identity & Role management 

In the Scene project, the authentication of the persons that access the SP is managed by the 

Identity Management functionality and the authorization to use the functions or accessing the 

data of the systems is based on the Role Management functionality. 

2.2.1.1 Identity Management 

The Identity Management process has been implemented using a specific Identity Server 

product and it is based on the protocol “OAuth2/Open Id Connect”. The users of the 

Dashboard are preliminarily registered within the Identity Server providing username, 

password, email, roles and organization. Once they are registered in the Identity Server, they 

can access the Dashboard and they are automatically redirected to the Identity Server where 

they provide their credentials. The Identity Server returns an OIDC token and the Browser 

uses this token for the communication with the Dashboard. 

Following the OIDC protocol specification, the token contains some specific information 

related to the user. The main information is the list of the roles that have been assigned to 

him. Hence, the Dashboard will show or hide some specific Menu Items related to specific 

functionalities according to the assigned. The second important information included in the 

token is the Organization. Basing on the organization provided with the token, the backend 

systems would display only the data assigned to that Organization. 

Besides the access to the Dashboard, the same Identity Management mechanism is utilized 

also for the access to the Sensor Measurements. These Data are accessed by some specific 

API Rest and also in this case the client must authenticate itself on the Identity Server 

providing valid credentials. Then, the client obtains a token that can be spent within the call 

to the APIs. In addition, in this case, the Roles and the Organization are verified by the APIs in 

order to provide access to Data only to the authorized users (organizations owners the data). 

 

2.2.1.2 Roles structure 

This paragraph describes the roles of the Dashboard and the methods for granting the correct 

selective access to Functions and Data to the users. 

SCENE_ADMIN_ROLE: SCENE Platform Administrator enabled for the full operation 

management and access to all data. ADMIN_ROLE will be generally associated to users 

belonging to the owner (tenant) of the platform such as the municipality of Catania, or 

Rennes, or Matosinhos. Full access (CRUD operation) is granted to all data (also those 

belonging to other customers). 

CUSTOMER_ADMIN_ROLE: on Scene platform, Customers are organizations, which can use 

SCENE to implement their own Smart City Services, for example by deploying their own 

sensors, or which can use already implemented smart services in order to build on top their 

own applications using SCENE APIs. 

So, this role is assigned to users, belonging to a customer organization, having full access rights 

to create and configure smart city services.  
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Full access (CRUD operation) is granted only to owned data (their own smart city services - 

and related data streams - and owned sensors) identified by the ownerId attribute. No 

visibility is granted to data belonging to other customers. 

CUSTOMER_USER_ROLE: this role is assigned to users, belonging to a customer organization, 

having only read only access to customers’ owned services. 

2.2.1.3 Access to the MQTT Broker 

The MQTT Broker is the component that accepts the messages with sensor measures from 

the Intelligent Gateways. Two users have been defined on this server: 

• scene_user_igw: this user has the “publish” and the “subscribe” rights (read/write 

user) on the subject MQTT.scene. It is utilized for the authentication of the Intelligent 

Gateways for the connection to the MQTT Broker. 

• scene_user_subscriber: this user has only the “subscribe” rights (read user) on the 

subject MQTT.scene. 

Moreover, the Intelligent Gateways have been provided with the Certification Authority 

certificate that enables the mqtt communication over a secured channel (SSL/TLS) with the 

server. This Certification Authority is managed in the IoT Service Management platform. 

 

2.2.2 Communication between internal components (CEA/VIS) 

Data and communication security is one of the most important requirements identified in the 

architecture of SCENE project. As highlighted in D5.1, the main security services to consider 

are design/content security, internal/smart city communications and user/third-party 

interactions. In this section, we focus on the impact of the use of an adapted authentication 

mechanism to satisfy these services and prevent the potential security threats that are 

identified in D2.2. Then, we present the security architecture that defines the authentication 

components for SCENE. 

As we highlighted in D5.1, many possible attacks can threaten the different components and 

services, ranging from sensors to the service platform. Identity Access Management (IAM) is 

one of the most critical security requirements; among its components, we are interested in 

authentication and authorization. The former is responsible for identity verification, where 

the latter manages the privileges for an entity to access to different resources.  
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Figure 1. SCENE Platform Architecture. 

In the context of SCENE architecture, the authentication should be performed to guarantee 

mainly the identity verification on one hand, and the data privacy and integrity on the other 

hand. As illustrated in Figure 1, there are many different possible interactions between 

network entities, which produce different types of communication sessions that need to be 

authenticated adaptively before their establishment. 

Communication sessions authentication has a significant improvement in the security level of 

the whole SCENE architecture. The more authentication mechanisms are robust, the more 

external attacks are mitigated, and the more the internal attack scenarios are prevented. In 

the following table (Table 1), we recapitulate the main security threats from which the 

network can be protected if an adapted authentication solution is performed. 

 

Security threat Exploited vulnerability Security requirement 

Identity spoofing Credential disclosure Session key refreshing 

Identity repudiation Lack of electronic signature Digital signature 

Man-In-The-Middle (MITM) Unsecure credentials 
exchange 

Secure exchange protocol 

Data tampering MITM attack Data encryption 

Table 1. Requirements that justify the need for authentication. 
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Based on the requirements that we identified above, we present in the following section a 

security solution that should be adopted for SCENE architecture. The proposed solution relies 

on the well-known Public Key Infrastructure (PKI), which can guarantee the authentication of 

different network entities and the confidentiality and integrity of data exchanged between 

them. 

As its name indicates, PKI relies on public key cryptography, where the encryption scheme 

uses two mathematically related keys: a public key (Pu) and a private key (Pr). The public key 

can be shared to allow users to encrypt content, while the private key is known only to its 

owner and used to decrypt content and create digital certificates.  

In such secure infrastructure, every node has a digital certificate including the node’s public 

key delivered by a trusted third party called Certification Authority (CA), which is used to prove 

its identity when communicating with other nodes.  

In the case of SCENE, SP is supposed to embed the CA service due to its central and trusted 

role in the different interactions between network nodes. Moreover, in the SCENE project, SP 

is responsible of the different subscriptions to the SCENE framework. 

 

Figure 2. Security architecture for SCENE platform. 

Figure 2 illustrates the possible interactions between network nodes and the authentication 

type that should be used. Based on the architecture presented this figure, we describe in the 

following the security services can be provided using PKI-based infrastructure in SCENE. In 

addition, we show how this security countermeasure is able to mitigate and prevent many 

attack scenarios. 
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2.2.2.1 Certificate Management 

The central role of the CA in a PKI infrastructure gives it the privileges to deliver, sign and 

revoke digital certificates. We assume that the SP has a CA with a self-signed certificate, which 

means that it uses its private key (PRCA) to sign its own certificate instead of obtaining it from 

a trustworthy authority like Verisign3 or Let’s Encrypt4. 

Usually a CA starts with a root certificate that is used as the basis to sign digital certificates 

issued by the authority. The root certificate is considered as the highest level of security and 

is usually stored offline on a protected device. The root certificate is used to create 

intermediate certificates that are used to sign digital certificates delivered by the CA. In our 

case, the CA uses directly its root certificate to sign the Certificate Signature Requests (CSR) 

received by network nodes that want to obtain authenticated digital certificates.  

 

Figure 3. Certification process. 

Figure 3 illustrates an example of steps that are used to obtain a signed digital certificate using 

OpenSSL. Generally, the scenario is the following: when a new node N wants to join the SCENE 

infrastructure, it has to obtain an identity to be known for other nodes.  

Therefore, it creates its credentials by generating a pair of keys (PuN, PrN), and then it sends 

a new CSR request to the CA. In turn, the CA verifies the identity of N and signs the received 

CSR with its private key (PrCA) and sends the resulting signed digital certificate back to N. 

2.2.2.2 Authentication management 

PKIs support identity management services within networks and provide authentication using 

Secure Socket Layer and Transport Layer Security (SSL/TLS) for protecting communications. 

We distinguish two possible types of authentication between nodes.  

 
3 https://www.verisign.com/ 
4 https://letsencrypt.org/fr/ 
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The first type consists of the basic SSL authentication or 1-way authentication in which the 

initiator (i.e., client) of the communication verifies the identity of the destination (i.e., server) 

by asking him to provide its digital certificate. This is the case where the user verifies the 

authenticity of the dashboard’s certificate by contacting the CA before establishing secure 

communication. In such communication, the dashboard does not verify the authenticity of 

the user certificate. The second type is the mutual authentication, where a pair of network 

nodes verify the identities of each other before establishing a secure communication. This 

type of authentication is performed for example between the SP and IGWs, where they cannot 

establish a secure communication unless they verify the certificate authenticity of each other.  

 

Figure 4. SSL/TLS mutual authentication. 

 

As illustrated in Figure 4, the difference between the first and second authentication type is 

the certificate presentation/verification steps 3(a) and 3(b). Thanks to this mechanism, 

identity spoofing, identity repudiation and MITM attacks can be effectively prevented. 

 

2.2.2.3 Data encryption 

After verifying the certificate, the node has to establish a secure link to guarantee the 

confidentially and the integrity. In asymmetric cryptography, the typical method to send data 

securely from a node A to a node B is to encrypt data with PuB and decrypt it using PrB. 

However, this method cannot guarantee the protection of data against alteration (i.e., 

integrity). To overcome this problem, PKI offers the sender the possibility to sign the 

exchanged data with its private key PrA to let the receiver verify that signature using PuA. 
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Figure 5. Data privacy and integrity using PKI. 

 

Figure 5 presents the whole process through an example where an IGW wants to send some 

content M securely to the SP. The steps are the following: 

1. IGW creates a digest from M and encrypts it using its private key: D = PrIGW 

(Digest(M)). 

2. IGW generates a symmetric session key Ktmp and encrypts it with the SP’s public key: 

S = PuSP(Ktmp). This latter is used by both nodes to encrypt data during the 

communication session. 

3. IGW uses Ktmp to encrypt M to obtain a cipher text C. 

4. IGW sends D, S and C to SP. 
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In turn, when the SP receives the information from IGW, it decrypts the content and verifies 

the signature: 

1. SP uses its private key PrSP to decrypt S and obtain Ktmp.  

2. SP uses Ktmp to decrypt C and obtain the original message M.  

3. SP uses IGW’s public key PuIGW to decrypt D and obtain Digest(M). 

4. SP creates a digest D’ from M and compares it with D. If they match, the signature is 

verified. 

Using this mechanism, data between IGW and SP is protected against attacks that violate the 

privacy and integrity security conditions. 

 

2.3 Interaction between Sensors and IGW 
 

The security features available in the sensor to gateway interface are highly dependent on the 

type of sensor being used. We therefore establish different security requirements for different 

types of sensors. 

a) “smart sensors” which can be programmed; 

b) “simple sensors” which cannot be programmed and are therefore restricted to the 

configuration the sensor manufacturer allows to be done. 

This distinction is very important, since advanced security specifications of the SCENE sensors 

should not restrict the compatibility and expandability of the system. In other words, SCENE 

must be able to adapt to any kind of 3rd party sensor, regardless of its security features. 

For the “smart sensors”, communication will be: 

- Based on MQTT messages; 

- Using SSL communication with client certificates issued for each sensor; 

- Done over WiFi with at least WPA2-PSK security. 

This configuration will prevent “rogue sensors” to communicate with the Intelligent Gateway, 

as they will not have approved client certificates to use as authentication. 

Besides authentication, SSL will also deliver confidentiality and integrity assurances, providing 

adequate protection for any type of data being transmitted. 

The transport level security based on industry standard WPA2 ensure communication cannot 

be intercepted or captured. 

Regarding “simple sensors” the security will be dependent on the features offered by the 

manufacturer, which may include: 

- SSL/TLS; 

- BLE pairing security (Passkey, numeric comparison); 

- MAC address filtering. 
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The security of the communication with these sensors will always be implementation-

dependent, and may require adaptations on the Intelligent Gateway interfaces, to ensure 

appropriate security. 

For the purpose of the SCENE project, the sensors which will be responsible for acquiring the 

most sensitive data – the “double-parking” sensors – are “smart sensors” and use all available 

communication security features to ensure protection of the acquired data. 

 

2.4 Third-Party application deployment security 
 

The third-party application will be hosted in the IGW but in the container form. This approach 

will provide the isolated environment to the application in the container. The container uses 

the logical packaging method where an application be abstracted from the system 

environment in which it runs. This decoupling approach will allow the third-party application 

to be easily deployed in the isolated environment, as it will be isolated from other applications 

in the IGW. The IGW will run the Container Engine which represents the server (daemon). 

However, the clients and server can communicate via command line client binary and other 

way is by using the RESTful API to interact with the daemon. The container applies aggressive 

constraints and isolation to processes without any configuration required on the part of the 

user. 
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3 REACTIVE SECURITY SYSTEM 
 

This chapter presents a specification for the SCENE reactive security system. As already 

mentioned, the Intrusion Detection System (IDS) proposed for the SCENE architecture will act 

as a second line of defence beside the cryptographic primitives. The presence of preventive 

security measures is essential, but it is not sufficient to protect the network against attacks. 

Indeed, the system is vulnerable to many attacks (e.g., Denial of Service (DoS), Jamming, etc.), 

since it is exposed to external devices. Detecting malicious network traffic is an essential 

requirement that guarantees service security and reliability. 

There are two main different classes of IDS based on their strategic location: Host Intrusion 

Detection System (HIDS), which monitors the different operations performed on a single 

device, and Network Intrusion Detection System (NIDS), which monitors a part or the entirety 

of the network in order to detect possible attacks. Since the NIDS is more adapted to satisfy 

its requirements and specifications, it was selected to be used in the SCENE architecture. 

IDS can be also categorized based on their attack detection method. The intrusion detection 

could be either signature-based or anomaly-based. Signature-based IDS are working with a 

defined database of attack signatures. When the IDS intercepts a new packet, it verifies if it 

matches one of the signatures to find out if it is an attack or not. However, signature-based 

detection by itself cannot satisfy the security requirements of SCENE, because it is not able to 

detect unknown attacks and currently there is a lack of signatures for IoT devices. Anomaly-

based detection can fill this security gap by detecting both known and unknown attacks using 

intelligent machine-learning models. However, this type of IDS requires often a training phase 

using pre-processed sets of data that must be collected in the same environment in which the 

detection will be performed. In addition, anomaly-based detection is not fully adapted 

because of a high rate of false positives, namely, alerts that are raised while the traffic is not 

an attack. For the SCENE architecture, an anomaly-based detection system will be 

implemented, and the integration of a signature-based detection system jointly will be 

evaluated. 

 

3.1 IDS architecture 
 

Intrusion detection that is a security service considered as complementary to those provided 

by the preventive security mechanisms proposed in chapter 2. IDS characteristics should be 

well adjusted to the SCENE architecture in order to provide a better detection, which takes 

into account the resource constraints of IoT devices and the particularity of SCENE 

components. Figure 6 shows an illustration of possible interactions between the three main 

entities of the SCENE architecture: Service Platform (SP), Intelligent Gateways (IGW) and IoT 

sensors.  

Due to the mobility of IGWs over time, they are supposed to collect data streams that may be 

different from a geographic zone to another in terms of both control and data plane. 

Therefore, IGWs must be aware of changes in contextual information in order to adapt the 

data aggregation at the SP level. 
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Figure 6. Illustration of possible interactions between the SCENE entities. 

 

Figure 6 illustrates the interactions and roles of every entity in the SCENE architecture. In such 

a connected city, IGWs are supposed to pass through different geographic zones to collect 

data from IoT sensors and send them to the SP. Normally, the zones may be different mainly 

in terms of communication protocols, data volume and data velocity.  

Our objective is to exploit the role of IGW and SP to produce a collaborative detection service. 

On one hand, IGWs are supposed to perform a periodical data collection from IoT sensors (i.e., 

the main data source), which makes them adapted to act as detection probes. On the other 

hand, the central role of the SP makes it able to aggregate collected data, analyse them and 

make decisions to control those probes. Consequently, the detection service will be 

distributed, dynamic and context-aware in order to maximize the protection coverage against 

security threats. In addition, the IGWs will play the most important role by performing an 

adapted data collection and learning policies in order to ensure up-to-date detection 

capabilities. 

Thus, the IDS will be composed of three main modules: IDS manager, IDS Intelligent Probes 

and IDS Dashboard. All the communication between those different modules will have to be 

done through a secure API. 

 

3.1.1 IDS manager 

The IDS manager will be located in the SP. It provides the general control of the IDS intelligent 

probes located in the different IGWs and make the different metrics accessible to the IDS 

dashboard. 
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This module has the responsibility to ensure the collaboration between the different IDS 

intelligent probes. It allows the orchestration of probes by offering a mobility service for 

behavioural models, the sharing of raised alerts and the reaction applied measures. This 

module could also be a support for the intelligent probe to reduce the high computation cost 

on the intelligent gateway for critical operations such as model training.  

Further information about the possibility of taking advantage of the machine's computing 

power will be detailed in section 3.3. 

 

3.1.2 IDS intelligent probe 

The IDS intelligent probe is running on the IGW. The intelligent probe will analyse the general 

behaviour of the IGW connected sensors based on the different protocol's frames exchanged 

between IGW and sensors, as described 3.2. Alerts will be raised if the exchanges deviate from 

the normal behaviour model.  

The IDS intelligent probe will also have the responsibility to upload these different alerts to 

the IDS manager through API based on the general SCENE message format. On the other hand, 

it will apply the commands received from the IGW manager. 

 

3.1.3 Dashboard 

The IDS dashboard is an interface with those concerned by an interaction with the IDS. It 

provides a summarized view of different key indicators to offer an overview about the system 

health state. The indicators have not yet been determined, but we can already mention:  

• Number of security alerts;  

• Explicit alert reports;  

• Implemented reaction measures.  

This information will be presented for the general system, the different IGW, for the different 

protocols involved in the IGW (e.g., ZigBee, BLE, etc.) and if possible, in terms of geographic 

area. 

Moreover, this interface will allow a user to apply a reaction on a specific gateway. Section 3 

will go into more detail on all the options provided by this architecture. 

 

3.2 Detection System specification  
 

Anomaly detection is the main technique that we have chosen as reactive security within the 

SCENE platform. This section will focus on the specification of a single probe considered as 

monitoring only a dedicated traffic. The goal is to define and specify the detection strategy for 

that will be called later a cell. The complexity of the SCENE architecture will be taken into 

account in the next section. 
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The detection strategy will be based on the knowledge about the network traffic behaviour, 

in order to be able to identify normal and anomalous traffic. According to previous 

experimental results5, the network behaviour will be represented with neural networks for 

their better performance in anomaly detection. Moreover, contrary to other machine-

learning algorithms, neural networks are very efficient to find general patterns. This last 

argument makes them even more essential in the context of SCENE. 

To specify the IDS detection strategy, we try throughout this to answer to several questions: 

• How to represent the network traffic? 

• How to qualify an anomalous traffic? 

• How to train neural networks with this representation? 

• How to guarantee the efficiency of the detection system? 

All of these questions will be answered in the following parts. 

 

3.2.1 Pre-processing 

It has been agreed that the IDS will have access to the traffic captured by a packet sniffer on 

all IGW interfaces. Then, the traffic monitored by the IDS will be based on various protocols 

such as ZigBee, Wi-Fi/Ethernet, LoraWAN; different techniques have been reviewed to deal 

with this variety. The objective was to be able to process as much as possible of the collected 

traffic by a probe. 

 

3.2.1.1 Traffic representation 

According to the IDS traffic accessibility, three techniques need to be considered: packet-

based, flow-based and statistics-based representations. In the following, we evaluate these 

techniques in more details: 

• Packet-based: the packet-by-packet vision is performed by representing each packet 

independently using its headers’ information as features. This approach allows to have 

the access to all packets headers, but it avoids the keeping of the context from which the 

packet was generated (i.e., link between sequence of packets). The Packet Capture 

(PCAP) generated by packet sniffers like Wireshark/Tshark6 is commonly adapted for 

such type of representation. In SCENE, this technique fits perfectly with the way that data 

at different protocols and levels are going to be collected. 

 

 

  M. LABONNE, A. OLIVEREAU et D. ZEGHLACHE, «Automatisation du processus 

d'entraînement d'un ensemble d'algorithmes de machine learning optimisés pour la 

détection d'intrusion,» chez C&ESAR 2018, Rennes, 2018. 

 
6 https://wiki.wireshark.org/ 

https://wiki.wireshark.org/
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• Flow-based: in the flow-based vision, packets are represented in terms of 

communication flows. It allows to have a high overview of a traffic and to show the 

connections between packets. However, it is not adapted to extract some relevant per-

packet features that could help to identify the attack in some instances. Therefore, losing 

such features can be detrimental to the quality of detection.  

 

• Statistics-based: in the statistic-based vision, the packets are considered in a defined 

time, where statistics are computed with their common features (based on packet 

headers). The main drawback of this technique is that the available packets features will 

be very limited. Since the SCENE architecture may generate traffic that is not always 

based on an IP/TCP paradigm, this can cause a notable loss of information. Moreover, 

some packets fields are difficult or even impossible to transform into aggregated 

statistics, which increases the loss of information. 

Consequently, the packet-based representation is selected to manage the multi-protocol 

traffic, since it is the most fitted to the SCENE architecture. The aforementioned shortcomings 

of this representation will be reduced by the following architectural choices. 

 

3.2.1.2 Packet features representation 

Using the packet-by-packet vision, there are several ways to manage the multiprotocol 

diversity and to integrate the notion of connected packets that are lost as we already 

mentioned. Different techniques have been studied and proposed to fulfil the SCENE 

architecture requirements and reduce the shortcomings of the packet-by-packet 

representation: 

• Protocol field’s generalization: to deal with multiprotocol diversity on a particular 

network and reproduce the communication flow lost by the packet-by-packet 

representation, the first legitimate strategy could be the definition of a common 

semantic between all the encountered protocols. The main drawback of this solution 

is that the protocols will have to be simplified each time a new protocol is taken into 

consideration. Moreover, currently there is no way to guarantee that the chosen 

features are relevant for the IDS. Finally, we fall back very quickly into a kind of flow-

based representation that we had already eliminated. 

 

• Dedicated Protocol-based model: contrary to protocol field’s generalization, packets 

can be sorted and processed independently according to their protocol stacks. Then, a 

dedicated neural network could be used in order to handle each specific stack. The 

advantage of this approach is that the related links between packets of the same stack 

are kept as if they are represented using the flow-based technique, and then all the 

packets features can be used. However, the global view and the analysis capability of 

the network traffic are lost.  
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• Improved version of dedicated protocol-based model: protocols are close to 

languages; they have their own particular semantics with a low variance between each 

other. These protocols are nested in nature and are fundamentally the core 

component of network communications (cf. OSI model efficiency and robustness). In 

our proposal, the network will be modelled in a packet-by-packet vision and each 

packet will be decomposed according to all the protocols involved Figure 7. 

 

 

 

Figure 7. Multi-protocol packet processing. 

 

In this representation, a dedicated neural network will be responsible for each network. With 

this representation, each layer is considered, and each packet is represented within different 

scopes: a packet will appear in multiple sub-representations corresponding to the different 

layers it is made up of. After the decomposition, the output of different models will have to 

be aggregated.  
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3.2.1.3 Feature selection 

For each protocol, specific packets features are chosen for their pertinence in terms of attack 

characteristics at each layer. Then, each feature is normalized between 0 and 1. In order to 

make this operation: 

• Numbers are scaled between 0 and 1; 

• Addresses are decomposed byte-by-byte and then scaled; 

• Timestamps are decomposed from days to seconds and then scaled; 

• Fields with a defined number of possibilities are associated to a number and then 
scaled; 

• Flags are represented with 0 or 1 commonly. 
 

This step is required because neural networks can only take values between 0 and 1 as input.  

 

3.2.2 Anomaly detection process 

The choice of an architecture decomposed around different protocols implies the definition 

of a model for each of them. This section explains the chosen process to achieve that. Then, a 

specific subsection explains how the output of those models will be aggregated.  

 

3.2.2.1 Model a specific protocol 

Several techniques are used in the literature in order to classify a packet as anomalous. They 

are detailed below and linked to the SCENE architecture specifications: 

• Classification: it is the most instinctive technique. As can be imagined, the model is 

used to classify incoming data into two or more classes, for example, normal traffic or 

abnormal traffic. The main advantage of this technique is that the model could be 

applied to distinguish between different types of attacks; and for each of which, a 

countermeasure can be predefined. 

However, even if this technique seems to be the best for intrusion detection, it is not 

feasible to adapt it for real scenarios. Indeed, the corresponding neural network 

needs to be trained on both normal and attack traffic. Therefore, a high quantity of 

representative dataset containing attack samples is required. In fact, accessing real 

attacks is challenging and such a method could limit the detection of unknown 

attacks. In the case of SCENE, the system does not know in advance what it will have 

to manage since it must be open and plural. 

 



D5.2  

SCENE Project  Page 29 of 47 

• Packet reconstruction: the objective of this technique is to recognize valid network 

packets transmitted through the network using an auto-encoder (Figure 8). This latter 

means compressing and then decompressing the input vector in order to try to 

reconstruct the packet. If the neural network is able to reproduce the packet after this 

process, the packet is assumed to be conform to the network. Indeed, this means that 

the compression / decompressing function learnt by the neural network on a 

legitimate traffic during its training can be applied to the considered packet, which 

intuitively means that the considered packet is legitimate. The difference between 

input and output is commonly based on a specific evaluation metric called Mean 

Square Error (MSE), which is used to determinate if the packet is well reconstructed.  

 

Figure 8. Auto-encoder principle. 

A possible drawback of this technique is the possibility for the neural network to learn 

the protocol logic instead of learning the normal traffic pattern. However, this 

learning scheme could be exploited by attackers to use the legitimate protocol logic 

in a malicious way. However, in our context, this technique seems interesting because 

it allows us to consider each packet as belonging to the network without necessarily 

having to take care about the context. In our case, the context will not always be 

available, because it is not certain that buses will regularly pass nearby the sensors for 

data collection. 

• Prediction: it assumes that packets are dependent on each other, as communication 

protocols are close to a conversation between devices. The neural network receives 

information about the N previous packets (N is commonly called the window size). Its 

role is to predict the next packet (cf. Figure 9). 

 

Figure 9. Prediction technique. 
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If the predicted packet is close to the real one, according to the MSE calculated on 

packets features, it is considered as a normal packet; otherwise, it is considered as a 

suspicious packet and the IDS raises an alarm. Contrarily to classification technique, 

this technique does not require labelled packet: it is possible to train it only by 

monitoring a normal traffic during a representative time period. In addition, it does 

not require a dataset containing attack samples during the training phase, since the 

detection will be rather based on the “deviation” from the normal traffic behaviour 

instead of their “similarity” to other attacks. However, this technique may be 

complicated to implement in the SCENE context due to the low traffic that buses will 

have when collecting data from sensors (a priori, it is highly dependent on the number 

of sensors). 

 

Then, according to the previous descriptions, the IDS models will be trained using either the 

prediction or the reconstruction technique depending on the results of the first tests and the 

evolution of the SCENE platform. 

 

3.2.2.2 Global packet qualification 

3.2.2.2.1 Models training 

All the neural networks are trained on a normal network traffic that are unaffected by any 

attack, in order to learn the network behaviour. In our case, this normal traffic is captured 

during the installation phase of the detection system and is performed by the IGW for a period 

to be specified during the integration phase. Training will be upgraded using the specific IDS 

architecture.  

 

3.2.2.2.2 Model results aggregation 

According to the chosen packet representation, an aggregation step is required to recombine 

the outputs of the different models. In fact, we consider that a packet cannot be classified as 

anomalous just because one of the models raises an alert on a specific protocol. This 

aggregation consists in first making the values comparable to each other; then make a 

decision based on the results of this standardization step. 
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Figure 10. Aggregation process. 

 

3.2.2.2.3 Threshold computation 

The aggregated data will give a global anomaly score to the packet; to raise an alert a 

threshold should be defined. Therefore, the IDS integrates a calibration phase before being 

operational. The calibration dataset could be the same or distinct from the training dataset 

and it is then used to “train” the complete packet workflow model. To compute the threshold, 

pre-trained neural networks will infer on the entire datasets packet on their respective 

protocols. Then, the combination method will be processed and the global anomaly score of 

all packets will be calculated. Finally, the threshold will correspond to the maximum value of 

global anomaly considering the error in the accuracy of the system. We note that, if the 

extreme values are too far from the average they are deleted. 

Thus, in the selected architecture the anomaly detection system requires two phases before 

being operational: 

1. Training phase: this phase is a privileged period in which it is known that no attack is 

in progress on the network, and then the neural network will learn the usual traffic 

behaviour model. This will create a representative model for each protocol. 

2. Calibration phase: this phase is quite similar to the training phase but the goal here 

is to compute the threshold of the whole system. 
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After the preliminary phases, the system becomes able to raise alerts when the network 

encounters an abnormal traffic on a specific probe. The system will then analyse all the 

transmitted packets by applying neural networks models and the threshold rules after the 

aggregation phase. 

 

3.3 A machine-learning modelling dedicated for SCENE IDS 
After describing the specification of the intrusion detection service proposed for the SCENE 

architecture, we present in this section some specification for the neural network models used 

by the IDS. In fact, as it was mentioned in 3.1, being context-aware means being more 

intelligent in a pervasive environment like SCENE. Training is an essential phase that has a 

significant impact on the IDS performance. Hence, using a context-aware training policy can 

maximize the intelligence of the detection service.  

 

3.3.1 Benchmarking of machine learning models 

In the following, we provide a description of some existing machine learning models that we 

consider as relevant for the data processing and analysis performed in SCENE. These models 

define precisely data training policies that could be adapted to the studied IoT architecture. 

The main scope of this review is to exploit the benefits of each training policy and fit their use 

into the SCENE detection module. 

 

3.3.1.1 Federated learning 

It is a collaborative form of machine learning that allows the creation of a new learning model 

based on a number of other models, which are usually distributed across a network or an 

information system. According to [7], Federated learning can be defined as an instance of the 

“bringing the code to the data, instead of the data to the code” approach. This latter is based 

on the efficiency of bringing a data model instead raw data from local entities to central one. 

For instance, in a client-server network architecture, a server coordinates a network of nodes, 

each of which has local, private training data. In turn, the nodes contribute to the construction 

of a global model by training on their local data. Finally, the server combines the model 

contributions of nodes into the global model. 
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3.3.1.2 Transfer learning 

In traditional machine learning, knowledge is not retained or accumulated, since the learning 

is performed from scratch without considering any past-learned knowledge in other tasks. 

Compared to traditional learning, transfer learning can be defined as a learning policy that 

uses what was learned for a particular task to solve a different one (cf. Figure 11). The more 

related the tasks, the easier it is for the learning model to transfer, or cross-utilize the acquired 

knowledge.  

 

 

Figure 11. Transfer Learning vs. Traditional Learning. 

 

According to [9], many technical issues are related to performing a transfer learning 

successfully: the knowledge that could be transferred across tasks, the situation in which the 

transfer should be performed and the transfer medium. This could be evaluated based on the 

relation between the source and target tasks, which is proportional to the transfer success 

probability.  

 

3.3.1.3 Active learning 

It is also called optimal experimental design, is a machine-learning subfield that is considered 

as semi-supervised approach, which has the possibility to select data from which it thinks it 

will learn fast. An active learner uses uncertainty sampling by querying the instance that the 

model is the least confident about. This process is based on a concept called uncertainty 

sampling, an improvement of the random sampling that is used in conventional machine-

learning approaches. Active learners can pose queries during the training phase to annotate 

or label some unlabelled data instances by asking an annotator, which could be a machine or 

a human. This approach is suited for situations when gaining unlabelled data is inexpensive or 

free, but labelling data is expensive or time-consuming. There are three active learning 

settings where a learner can query for a label of data: 

• Membership query synthesis: In this setting, the learner may request labels for any 

unlabelled instance in the input space. This approach is suited to solve problems in 

which generating a data instance is not expensive.  
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• Stream-based selective sampling: this querying scenario assumes that obtaining an 

unlabelled instance is free or inexpensive. The learner considers one unlabelled 

instance at a time and decides whether to query its label or ignore it. This decision is 

based on determining if it would be beneficial to enquire for the label of a specific 

unlabelled data instance. Figure 12 illustrates this process. 

 

Figure 12. Stream-based selective sampling. 

 

• Pool-based selective sampling: it is adapted for situations when the set of labelled 

data is small in the presence of a large unlabelled pool of data. This setting of active 

learning performs an evaluation of the entire dataset before querying labels for 

unlabelled data (cf. Figure 13), as it was presented in [8] for activity recognition. It 

consists of ordering unlabelled instances by the value of information they provide, 

and request labels for the most informative ones. Compared to stream-based 

selective sampling, pool-based sampling requires more computing power and 

memory. 

 

Figure 13. Pool-based selective learning. 

 

After analysing the requirements of the SCENE project in terms of machine learning models, 

it was noticed that the active learning does not have a relevant use when training neural 

networks used by the IDS. 
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3.3.1.4 Continuous learning 

The main motivation behind performing a continuous learning is to update the model each 

time a new piece of data becomes available instead of retraining it from scratch [10]. The 

continual learning approach helps the neural network models to reduce their training time, 

and the size of the training datasets. However, it poses a challenge due to its tendency to 

overwrite the knowledge previously by those newly learned. In Artificial Intelligence, this 

phenomenon is known as Catastrophic Forgetting. There are three categories of strategies 

there are proposed to mitigate forgetting have been identified in the literature:  

• Architectural strategy: it is based on freezing architectures, layers, weights and 

activation functions like the Progressing Neural Networks (PNN) proposed in [11]. 

• Regularization strategy: it extends the loss function with terms promoting selective 

consolidation of the weights that are relevant to retain past memories. The Elastic 

Weights Consolidation (EWC) proposed in [12] seems to be the more interesting. 

• Rehearsal Strategies: consists of storing a part of the previous training data and 

interleaving them with new patterns for future training such as, the Gradient Episodic 

Memory (GEM) approach proposed in [13].  

In the following section, we discuss, according to SCENE requirements, which adaptation 

should be applied when using the aforementioned machine learning models. 

 

3.3.2 Training policies dedicated for the SCENE IDS 

Based on the description of these training policies, we present in the section the scenarios 

that highlights their importance to satisfy the requirements of the SCENE architecture, 

especially those related to the IDS. In fact, due to the dynamic nature of SCENE devices, using 

conventional models to train the corresponding neural networks may be inadequate. Hence, 

in this section, we discuss the most relevant characteristics and requirements that we 

identified in SCENE, and then we try to satisfy them by adapting one or many training policies. 

 

3.3.2.1 IDS Distributed constraints 

As mentioned in section 3, the detection service is performed in a distributed process 

composed of a manager (i.e., SP) and probes (i.e., IGWs). Due to the mobility of an IGW, every 

detection probe can monitor many zones, and many probes can monitor every zone 

simultaneously. This characteristic may cause many limitations if a conventional learning 

model is used. For instance, the different trajectories of buses could produce a different data 

acquisition for a particular zone, which may produce a poor knowledge in the obtained 

behaviour model.  

Another limitation of the distributed detection is the training offloading that can be occurred 

at the IGW when it does not have enough resources to train its models. In both cases, relying 

on the central role of the SP could be a good solution; therefore, the use of a federated 

learning model can fit efficiently to deal with these scenarios. 
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Figure 14. Federated machine-learning approach proposed for SCENE. 

As illustrated in Figure 14, the federated learning is performed by IGWs that run their current 

machine learning models to process raw data, produce local models and send them to the SP. 

In turn, the SP collects these models, aggregates them and sends them back as an update to 

IGWs. Then, IGWs update and include it in another round of training, producing new local 

models. Such a learning process can help IGWs to overcome the training offloading and share 

their acquired knowledge between them thanks to the central management performed at the 

SP level. 

3.3.2.2 IDS scalability and flexibility 

The main source of information in the SCENE architecture is the IoT sensors; they could be 

fixed or moving through many geographic zones. The number of sensors involved in data 

collection could increase or decrease over time.  

In a dynamic environment like SCENE, a user must have the ability to add/remove a new 

device or define a new zone for data monitoring without damaging the performance of the 

provided services. The added device could be an IoT sensor or an IGW. In both cases, this can 

produce a topology change that has to be taken into account by the IDS with a high 

particularity. In fact, such relevant changes could be considered by the IDS as anomalous 

behaviour and may increase the number of false alerts drastically. 

Another point should be highlighted in this context is the readiness of the IDS to detect 

properly malicious nodes in the network at any time. For instance, during the bootstrapping 

process or under a lack of an enough number of detection probes (i.e., IGWs) may cause weak 

detection capabilities.  

To overcome these challenges, the IDS should be adapted to deal with any legitimate relevant 

change in the network without generating false alerts. Being an anomaly-based IDS, the 

detection intelligence could be improved using convenient machine learning models, 

especially regarding the training process.  
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The first machine learning improvement could be performed using a transfer learning model 

in order to enforce the detection capabilities. The Figure 15 illustrates the nature of 

interactions between SCENE entities when sharing their learning models throughout the 

network. Transferring knowledge among IGWs has many benefits especially for the IDS 

performance: 

• Holistic vision of the network behaviour model: making the knowledge acquired by a 

bus is accessible by other buses passing through the same zone. An IGW must have 

the possibility to download from the SP a model that is already trained by another 

IGW has made its trajectory in a defined zone. 

 

• Reduced training time: for a new-added IGW the training phase becomes a simple 
downloading of an already trained model instead of performing the typical learning 
phase starting by data acquisition and ending by hyper-optimization in the case of 
neural networks. 
 

• Increase the SP intelligence: when a new zone or device is added to the network, the 

SP should be aware of their nature in terms of both data and control planes. This can 

let the SP able to re-use the already acquired knowledge and apply them in similar 

contexts. 

 

 

Figure 15. Transfer learning process for SCENE architecture. 

 

The second improvement of machine learning models could be performed by continuously 

and intelligently keeping the system up to date as a network change occurs. This can produce 

an incremental knowledge acquisition with a low resource consumption compared to the 

conventional training models. 
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However, as it was mentioned before, the main drawback of this technique is the fact the 

recent knowledge may replace the old one. Therefore, to adapt the continuous learning to 

the SCENE architecture, we have to deal with this technical limitation in such way the IGW’s 

neural network becomes able to learn consecutive tasks without forgetting how to perform 

previously trained tasks.  

After a comparative performance analysis, the EWC that we presented in 3.3.1.4 has been 

selected as a candidate to mitigate the catastrophic forgetting in case the continual learning 

is used in SCENE. EWC is an algorithm that performs a similar operation in neural networks by 

constraining important parameters to stay in a region of low error compared to their old 

values.  

 

Figure 16. Mitigation of forgetting using the EWC approach. 

 

Its core idea is to remember task A (i.e., old knowledge) while training on another task B (i.e., 

new knowledge). As illustrated in the Figure 16, there are two parameter regions that led to 

good performance on task A (grey) and on task B (cream colour). After learning the task A, 

there three possible choices of adjusting parameters: 

• Blue arrow: taking gradient steps according to task B alone will minimize its loss but 

destroy the knowledge learned for task A. 

• Green arrow: constraining each weight with the same coefficient will impose a severe 

restriction imposed, where the knowledge learned for task A can be remembered only 

at the expense of not learning task B. 

• Red arrow: finding a solution for task B without incurring a significant loss on task A 

by explicitly computing how important weights are for task A, which represents the 

EWC solution. 

Based on this simplified presentation of the EWC approach, we keep it as the adapted solution 

for the scenarios in which the continual learning models are used in SCENE. The validation of 

this choice will be performed in a dedicated study of the hyperparameters optimization during 

the implementation phase of the IDS. 
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3.4 Reaction System capabilities 
 

The Intrusion Detection system will raise alerts according to the process described in section 

3.2. These alerts will have to be investigated in order to eventually take an appropriate 

countermeasure or to prevent any further attacks.  

However, as an anomaly-based IDS could have some false positive alerts, i.e. raise alerts on 

normal traffic, it is recommended to wait for a user interaction to launch countermeasures. 

Then, to propose the best countermeasures according to an identified threat, the process will 

be composed of the following actions: 

1. Raised alerts related information, 

2. Threat identification, 

3. User notification and proposed countermeasure, 

4. Apply countermeasure. 

 

 

Figure 17. Reaction system's steps. 

 

One possible drawback of the current SCENE architecture will be the possibility of actively 

sending commands as countermeasures to sensors; indeed, the current version of the SCENE 

platform prevents such sensor configuration. Thus, the reaction system in SCENE will focus 

mainly on the ability to collect as much information as possible on the undergoing identified 

attack instead of effectively applying the corresponding countermeasure. 

The collection process is supposed to give information related to the attacker and/or the 

targeted device, the impact on the system and when the attack has been proceeded. This 

information should be summarized in the IDS dashboard. According to this information, a 

possible countermeasure may be proposed. 

As part of the reaction method being under patent submission procedure, it is not possible to 

describe the full process at this time. It will be described in the deliverable related to the 

implementation D5.3. 
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4 CONTENT SECURITY SYSTEM 
 

In-network caching is considered as an appealing approach to deal with the delivery of 

massive volume of data traffic and mitigate the severe capacity crunch in modern content-

centric wireless networks. The main idea behind caching is to store popular contents in 

advanced network devices such as cache-enabled routers and leverage the locally stored 

content to reduce peak data rates. For example, in the IoT ecosystem, billions of smart devices 

connected to the Internet are collecting useful data that is frequently requested. For instance, 

there are many scenarios where in many users run applications that require similar IoT 

information, such as weather conditions and monitoring.  

Although all the promises and opportunities introduced by the content caching in terms of 

network bandwidth, throughput, and latency, serious security and privacy concerns can arise 

as the content is stored on untrusted servers. For instance, Content Delivery Networks (CDNs) 

are widely adopted to enhance the content delivery by replicating IoT contents in the caching 

servers located nearby to the end users. However, current CDN technology exposes the 

contents and traffic to CDN providers, thus compromising user’s privacy and security. Based 

on the above discussions, efficient and secure content delivery and caching solutions are 

required for IoT applications. Recently, various secure content caching policies have been 

adopted by the Content Providers (CPs) to improve the security effectiveness in Information 

Centric IoT (ICIoT). Particularly, major CPs like Netflix and YouTube have turned to adopt the 

HTTPS protocol as an encrypted protocol that can secure end-to-end transmission channels. 

However, when it comes to caching, the end-to-end encryption impedes the inline 

transparent caching by the caching devices to deliver the previously requested content.  

Since HTTPS operates between endpoints to resist against man-in-the-middle attack, it 

becomes challenging to secure data when it is stored in a middle server [1]. Solutions that 

apply traffic decryption in the middle server cannot meet the end-to-end security 

requirement, and they are vulnerable to the possible man-in-the-middle attacks. To overcome 

this issue, Ericsson proposed a blind cache (Out-of-band cache) solution in which the 

encrypted data is cached by CDNs while the encryption key is directly provided to the client 

out-of-band [2]. However, this approach still faces some concerns and it hardly affects the 

network performance due to the high communication and storage cost and the inefficient 

management of duplicate contents. In order to address the aforementioned limitations and 

challenges, new security mechanisms have been proposed to enable caching over encrypted 

traffic in order to provide secure and efficient encrypted content delivery while preserving the 

merits of encrypted in-network caching [3-5]. These solutions can ensure security and privacy 

with the support of efficient network management operations, which are crucial 

requirements for the IoT applications. 

 

4.1 Content Delivery security 
In this part, we present efficient and effective content caching security solutions that can be 

applied in ICIoT system. We first propose to use HTTPS as it has been widely adopted and we 

deal with the impact of HTTPS interception on the system security. Then, we provide an 

encryption-based security solution that can meet both the security and privacy requirements. 



D5.2  

SCENE Project  Page 41 of 47 

 

4.1.1 Secure Content Caching Based on HTTPS Interception 

As discussed in [1], the content inspection can weaken the security of HTTPS connections and 

broaden the attack surfaces as attackers can gain access to sensitive connection data. To 

overcome this issue, [1] outlines the need for HTTPS interception detection in order to 

improve the network security. Indeed, detecting HTTPS interception can enable a content 

provider to identify suspicious or potentially vulnerable clients connecting to its network. A 

content provider can exploit this knowledge to alert legitimate users that their connection 

security might be degraded or compromised. The HTTPS interception can be detected by the 

content provider while identifying a mismatch between the client browser TLS handshake and 

the observed handshake. In this context, the main purpose of this study is to enable secure 

content caching based on HTTPS interception. In the proposed approach, as shown in Figure 

18, we place a reverse proxy on each smart gateway in the network. The reverse proxy is an 

active intermediary placed between the end-users and the content providers. Such an 

intermediary is used to improve the security by decrypting, inspecting and then re-encrypting 

the content before delivering it to end-users. It can not only detect and block malware at the 

smart gateway but also optimize the content delivery performance by caching the most 

popular content in an encrypted format.  

When the smart gateway deploys a reverse proxy, the users’ requests of contents are directed 

to the origin server through the proxy. If the content is already cached in the smart gateway, 

it serves it directly to the user. Otherwise, the reverse proxy fetches the requested content 

from the origin server on the user’s behalf. Finally, it retrieves the content, encrypts it, sends 

it to the user, and keeps a copy for further requests. Critically, reverse proxies do not need 

the installation of root certificates on users’ devices, since the end-users can directly 

communicate with the reverse proxy to get the content that is hosted at the origin server. 

Such solution makes the origin server private key exposed to many attacks as it is shared by a 

third party. To deal with this issue, in 2015, CloudFlare proposed a Keyless SSL solution to 

secure cryptographic keys. This approach enables the content providers to protect their SSL 

private keys while maintaining them on their own key servers, but this solution can induce 

performance bottleneck and restrict the elasticity of CDNs. In addition, an intruder can easily 

locate the content provider’s key server and conduct SSL DDoS attacks. To handle these 

limitations, we propose to store the SSL private keys in an encrypted form using passwords 

that are stored separately from the proxy configuration. To decrypt the SSL private key, the 

reverse proxy communicates with a password distribution centre to retrieve the password 

required for SSL private key decryption. The proxy must authenticate itself with the password 

distribution centre using a token that can be revoked when required. 
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Figure 18. HTTPS traffic interception in the IGW. 

 

The problem with proxies is that they broke the end-to-end secure communication and make 

the exchanged data vulnerable to several attacks. Therefore, an effective technique to detect 

HTTPS interception is required in order to protect the content from unauthorized parties. In 

this context, we propose to identify HTTPS interception while detecting the mismatch 

between the client device specified in the HTTP User-Agent header and the cryptographic 

parameters advertised during the TLS handshake. Specifically, the origin server can recognize 

the signature corresponding to the request’s HTTP User Agent, and check if the request’s 

Client Hello message matches the signature. A mismatch shows either a spoofed User Agent 

or an intercepted HTTPS connection. The origin server can also match the request’s Client 

Hello to those of known HTTPS interception tools to figure out which interceptors are 

responsible for intercepting the traffic. Figure 19 presents the overall architecture of the 

proposed solution. 

 

Figure 19. Secure HTTPS interception and detection. 
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4.1.2 Secure Content Caching Based on End-to-End Encryption Scheme 

Conventional encrypted protocols like HTTPS are either deficient to entirely exploit the 

benefits of in-network caching or require traffic decryption in the middle which may hold 

serious security breaches. Therefore, we devote our interest to design a novel encryption-

based mechanism that cannot only provide secure and efficient content delivery and caching 

but also flexible and fine-grained access control. One of the main features of the proposed 

scheme is to secure the caching contents with a simultaneous potential of reducing the 

redundant data from the smart gateway by dividing a content into smaller chunks. To ensure 

confidentiality, all the content chunks are encrypted before distribution and still in encrypted 

forms during their lifetime in the smart gateway. We use a manifest object to describe the 

logical collection of a set of chunks that form the content. The users can issue interests for all 

the chunks enumerated within a manifest.  

Content encryption is insufficient to protect users’ privacy. In this context, fine-grained access 

control policies should be implemented in order to authorize legitimate users gain access to 

data. In this study, the manifest concept is used not only to host encrypted content but also 

to manage the access control through access control specifications (ACS) and keychains. 

Specifically, the ACS field of the manifest provides the information needed to decrypt the 

encrypted chunks. The keychain is itself a manifest that contains a list of private keys required 

to access the encrypted content. The private keys themselves are associated with the users in 

order to ensure fine-grained access control.  

In the proposed approach, the content provider first segments the content into smaller 

chunks and calculates the hash code for each chunk. Then, it performs a symmetric key 

encryption for each chunk group. To ensure fine-grained access control, the content provider 

defines the access policy for encrypting the data and the attributes included in the policy. The 

access control to the chunks is provided via a “lockbox” or key encapsulation mechanism. 

Specifically, the symmetric key K1 used to encrypt a chunk group is locked using a lockbox key 

KE. Then, KE is encrypted based on CP-ABE algorithm. For the key chain mechanism, it is used 

to efficiently encrypt the lockbox key KE. It allows KE to be shared among dynamic groups of 

users.  

After the encryption process, the content provider sends the encrypted content and the hash 

codes of the chunks signed with its signing key to the smart gateway that verifies if a duplicate 

chunk is saved by finding whether the same H (chunk) is in its storage. If the check is negative, 

the smart gateway conserves the content. If the check is positive the smart gateway performs 

deduplication. For content retrieval, the user can acquire the manifest from the smart 

gateway and decrypts the lockbox key KE using CP-ABE decryption, and uses KE to decrypt the 

symmetric key K1 of the chunk group. Finally, he uses K1 to decrypt the encrypted chunks and 

get the original content. Figure 20 summarized the aforementioned process. 
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Figure 20. Encrypted content caching. 
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5 TEST AND VALIDATION METHOD  
 

All security features implemented in the SCENE platform will be subject to security tests, to 

be conducted during the 2nd stage of pilots. These tests will include the following: 

1. Penetration tests on the Internet-facing interfaces of the SCENE platform. These 

tests will simulate Internet-based attacks on the Service Platform, including 

impersonating authorized IGWs or authorized client applications to access the 

information stored in the Service Platform; 

 

2. Penetration tests on the Intelligent Gateway. These localized tests will demonstrate 

if there are any vulnerabilities that can be exploited by users of the system, located in 

the same physical space as the IGW (bus or other public transport); 

 

3. Penetration tests on the “smart sensors”. These tests demonstrate any possible 

vulnerabilities on the Raspberry-based smart sensors; 

 

4. Communication interception tests. These tests will demonstrate possible 

vulnerabilities in the communication interfaces being used, including SSL/TLS, MQTT, 

BLE, etc.; 

 

5. Rogue sensor tests. These tests will simulate the communication attempt from a 

rogue sensor to the vehicular-based SCENE network; 

 

6. Rogue IGW tests. These will simulate the usage of a device that impersonates an IGW 

to receive data from the sensors. 

 

Throughout these tests, the functionality of the system should be closely monitored, to detect 

possible DoS effects of the security tests. 

At the end of each test, the resulting alerts from the IDS will be analysed and documented in 

the final implementation report (D5.3). 
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6 CONCLUSION 
 
From the D5.1 highlighted threats, the present document specifies the SCENE platform 
security framework. Four axes have been detailed. First, a first line of defence to ensure 
preventively attacks on the system have been presented, then a second line of defence to 
detect reactively unknown and ongoing attacks. Later a particular focus on the content 
delivery security system have been made and a test and validation method of this security 
framework have been proposed. 
  
The document will serve the consortium to continue the development of the full architecture 
integrating the security aspect. The result of this development will then be described in 
Deliverable D5.3 in month 20.  
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