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1 INTRODUCTION 
 

This report presents a catalogue of threats likely to impact the SCENE platform. 

The chosen threat analysis methodology is the STRIDE-per-interaction methodology3. This 

method is based on the data flow analysis. Thus, this report is based on a summarized view of 

deliverable D2.1 focused on the data flow between each module. Chapter 2 presents this 

summary in tabular form and then the representative data flow diagram of SCENE platform done 

regarding these tables. 

Chapter 3 is the threat analysis synthesis based on this data flow diagram. This synthesis is 

classified among the six categories specified by the STRIDE-per-interaction method (Spoofing, 

Tampering, Repudiation, Information Disclosure, Denial of service, Elevation of privileges). Then, 

different risks are identified in each category, a note is given using the DREAD4 notation and the 

description of either the causes or the countermeasures are presented.  

Chapter 4 presents recommendation of different security services with their descriptions to 

prevent most of the identified threats. Then Chapter 5 concludes the report. 

It should be noted that the product threat catalogue reflects the state of the system specification 

knowledge as defined by SCENE partners via technical meetings and a careful review of D2.1, prior 

to 28 February 2019. 

  

                                                           
3 Shostack, A. (2014). Threat modeling: Designing for security. John Wiley & Sons. 
4 Meier, J. D. (2003). Improving web application security: threats and countermeasures. Microsoft press. 
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2 DATA FLOW DIAGRAM REFINEMENT 
In order to proceed an efficient threat analysis on SCENE platform, the different modules 

interactions and data flow need to be refined. This chapter proposes to make a Data Flow diagram 

which is going to be the main input for the threat analysis. 

2.1 General architecture 
Figure 2.1 presents the general architecture of the SCENE platform as it has been proposed for 

the project submission.  It presents four main components: 

- SCENE Dashboard 

- SCENE Service Platform 

- SCENE Intelligent Gateway 

- Smart City sensors 

 

Figure 2.1 SCENE proposal general architecture 

This deliverable is directly related to D2.1, which specifies the different requirements and 

architecture design of the system. Thus, Figure 2.2 comes from this deliverable and presents a 

first technical high-level architecture. 

 

Figure 2.2 SCENE high-level architecture proposed in D2.1 
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In this high-level architecture, Use Cases and Third-parties are presented as external components 

of the Service Platform. That is why the next section is adding a fifth component. The user 

interaction is also added to consider the real interaction with the Dashboard. 

2.2 Different modules interaction 

2.2.1 Global overview 

Table 2.1 presents the different modules interactions. 

Interaction 
(Y/N) 

Service 
Platform 

Intelligent 
Gateway 

Sensors Dashboard 
Third 

parties 
User 

Service 
Platform 

Y Y N Y Y N 

Intelligent 
Gateway 

Y Y Y N N Y 

Sensors N Y Y N N N 

Dashboard Y N N N Maybe Y 

Third 
parties 

Y N N Maybe N Y 

User N Y N Y Y N 

Table 2.1 Different SCENE modules interactions 

Relevant interactions are detailed in the next sections. 

2.2.2 Interaction Service Platform ↔ Intelligent Gateway 

Service Platform and Intelligent Gateway interactions are detailed in Table 2.2. 

Service Platform ↔ Intelligent Gateway 

Brief 

description 

Service Platform and Intelligent Gateway communicate each other by API 

layer. 

From IGW to SP, exchanged data is composed of IOT data coming from 

sensors, requests to send data to an External Service, telemetry data, status, 

… 

From SP to IGW, there are flows about configuration data for IGW, 

configuration data for Sensors, APP to be installed inside IGW,  

Communication 

medium 
API 
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Involved 

protocol 
To be defined 

 

Service Platform 

→ 

Intelligent Gateway 

Service Platform 

← 

Intelligent Gateway 

Presence of 

traffic 
Y Y 

Capabilities 

• Configure gateway 
 

• Configure sensors 
 

• Upload application 

• Upload IoT data 

• Upload specific data to 
specific services (ex: Third 
Parties application) 

• Upload telemetry data 

• Upload gateway status 
Table 2.2 Service Platform and Intelligent Gateway interactions 

2.2.3 Interaction Service Platform ↔ Dashboard 

Table 2.3 is describing the different interactions between the Dashboard and the Service Platform. 

Service Platform ↔ Dashboard 

Brief 
description 

This is a first indication. More information will come from design tasks. 

Dashboard is the web UI interface for managing SCENE platform 

Communication 
medium 

API 

Involved 
protocol 

To be defined 

 
Service Platform 

→  
Dashboard 

Service Platform 
← 

 Dashboard 

Presence of 
traffic 

Y Y 

Capabilities 
• Send analytics 
 

• Raise specific alerts 

• Configure sensors 

• Configure platform 

• Configure gateway 

• Query analytics 
Table 2.3 Service Platform and Dashboard interactions 

2.2.4 Interaction Service Platform ↔ Third Parties 

Table 2.4 focused on the particular interactions between Service Platform and Third Parties. These 

interactions will be particularly analyzed in order to limit threats from uncontrolled areas. 
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Service Platform ↔ Third Parties 

Brief 
description 

Third Parties interact with SCENE platform for sending configuration 

data/commands to be dispatched to their sensors, APPs to be installed on IGW, 

configuration data/commands for their IGW-installed-APPs. 

Service Platform may forward IOT data from specific sensors to particular External 

Parties 

Communication 
medium 

API 

Involved 
protocol 

To be defined 

 
Service Platform 

→  
Third Parties 

Service Platform 
← 

Third Parties 

Presence of 
traffic 

Y Y 

Capabilities 
• Push specific data to 

specific application 

• Install application on the 
gateway 

• Configure/Command 
gateway 

• Configure/Command specific 
sensors 

Table 2.4 Service Platform and Third Parties interactions 

2.2.5 Interaction Intelligent Gateway ↔ Smart City Sensors 

Table 2.5 shows the state of our knowledge on the interactions between Intelligent Gateway and 

Smart City Sensors. 

Intelligent Gateway ↔ Smart City Sensors 

Brief 
description 

Intelligent Gateway and Smart City Sensors 

Communication 
medium 

• BLE: Service bluez for controlling BLE 

• WIFI: authsae package for securing the mesh network 

• Others to be defined 

Involved 
protocol 

To be defined 

 
Intelligent Gateway 

→  
Smart City Sensors 

Intelligent Gateway 
← 

 Smart City Sensors 

Presence of 
traffic 

Y Y 

Capabilities 
• Request data collection 

• Manage sensors 
• Upload IoT data 

Table 2.5 Intelligent Gateway and Smart City Sensors interactions 
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2.3 Data Flow Diagram 
In Figure 2.3, all the previous tables are summarized to prepare the Data Flow diagram 

corresponding to the already known modules interactions. 

 

 

Figure 2.3 SCENE Data Flow Diagram 

 

This Data Flow Diagram will be used in the next section to proceed the threat analysis.  
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3 THREAT ANALYSIS 

3.1 Introduction to STRIDE-per interaction method 
 

STRIDE / DREAD5 is an approach for threat analysis, made by Microsoft and dedicated to ICT 

(Information and Communications Technology) for analysing the security of an application. 

STRIDE-per interaction method is a structured way to classify risks sources into six categories: 

• Spoofing: The attacker poses as someone else or something else. 

• Tampering: The attacker modifies data transmitted between a legitimate user and the 

application. 

• Repudiation: The attacker may deny having done an action while it was effectively done.  

• Information Disclosure: The attacker may become aware of sensitive data. 

• Denial of Service: The attacker may prohibit the use of all or part of the service. 

• Elevation of Privilege: The attacker may obtain unjustified rights. 

For each categories of STRIDE-per interaction method, several risks can be identified. These risks 

are evaluated using the DREAD methodology. DREAD proposes five different evaluation criteria: 

• Damageability: The nuisance capacity of a threat reflects the damage that the assessed 

threat is likely to cause (0: no damage; 10: extremely harmful). 

• Reproducibility: The reproducibility of a threat reflects the ease with which an attack can 

be reproduced. The attack may only be possible when an extraordinary combination of 

circumstances occurs (0) or can be launched in a very wide variety of contexts (10). 

• Exploitability: The exploitability of a threat reflects its difficulty in implementation. To 

ensure consistency with how the other DREAD criteria are assessed, exploitability rated 

at zero is considered to reflect a very difficult attack to implement while exploitability 

rated at 10 reflects a very simple attack to implement. 

• Affected users: The number of affected users is noted as follows: zero indicates that no 

user is affected, while 10 indicates that the entire system is affected. 

• Discoverability: Discoverability affects the overall criticality of a threat in that an attack 

whose implementation is very easy to discover (rated 10) is much more critical than an 

attack whose implementation may remain unknown (rated 0). 

  

                                                           
5 Microsoft Corporation. 2003. “Threat Modeling.” http://msdn.microsoft.com/en-
us/library/ff648644.aspx. 
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3.2 Threat analysis 
Table 3.1 presents the threat analysis of SCENE platform following the STRIDE-per-interaction 

method presented in 3.1. 

Risk 
category 

Risk 
DREAD 

Notation 
Causes Countermeasures 

Spoofing 

Identity spoofing 
from an IG to 

another IG 
7/3/2/7/2 

Credentials lost or 
stolen 

Credentials protection 
(force authentication by 

user AND secured 
storage) 

Authentication based 
on cryptographic access 

control 

Credential disclosure 
using cryptanalysis ( 

really critical because 
reproducible) 

 

Session key disclosure 
using cryptanalysis 

Session key refreshing 

Implantation of a 
cryptographic material 
in the device (ex: root 

certificate) which make 
possible the false 

authentication of non-
authorized equipment 

Secured storage of 
certificates 

 

Identity spoofing 
from an IG to the 
service platform 

8/3/2/8/2 

Credentials lost or 
stolen 

Credentials protection  
(force authentication 
by user AND secured 

storage) 

Authentication based on 
cryptographic access 

control 

Credential disclosure 
using cryptanalysis ( 

really critical because 
reproducible) 

 

Session key disclosure 
using cryptanalysis 

Session key refreshing 

Identity spoofing 
from the service 
platform to an IG 

9/3/2/9/2 

Credentials lost or 
stolen 

Credentials protection  
(force authentication 
by user AND secured 

storage) 
Authentication based on 

cryptographic access 
control 

Credential disclosure 
using cryptanalysis 
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Session key disclosure 
using cryptanalysis 

Session key refreshing 

Identity spoofing 
from a sensor to the 

IG 
5/3/2/5/2 

Credentials lost or 
stolen 

 

Authentication based 
on cryptographic access 

control 

Credential disclosure 
using cryptanalysis 

 

Session key disclosure 
using cryptanalysis 

Session key refreshing 

Identity spoofing 
from the IG to a 

sensor 
6/3/2/6/2 

Credentials lost or 
stolen 

 

Authentication based 
on cryptographic access 

control 

Credential disclosure 
using cryptanalysis 

 

Session key disclosure 
using cryptanalysis 

Session key refreshing 

Relay attack 10/3/2/10/2 

Unsecured 
transfer/exchange of 

authentication 
information 

Secure key exchange protocols 

Equipment lost or 
stolen containing its 

valid credentials 
7/7/10/1/7 

Human negligence / 
malicious activity 

Protect equipment credentials (unlock only by user 
authentication AND secure storage) 
 
Revocation of the equipment itself and/or its 
credentials 

Equipment lost or 
stolen containing 

valid credentials of 
other equipments 

7/7/10/2/7 
Key shared between 
equipment (symetric 

cryptography) 

Protect equipment credentials (unlock only by user 
authentication AND secure storage) 
 
Asymetric cryptography 



D5.1  

SCENE Project  Page 18 of 24 

Equipment 
compromised 

8/5/7/1/5 

Credentials lost or 
stolen 

Poor material and 
software security 

Equipment revocation 

Compromise, loss or 
theft of super user 

credentials 
10/3/3/10/3  

Secure credential management  
(physical protection, access policy, logs) 

Replay attack 7/9/5/5/5 

Unsecured 
transfer/exchange of 

authentication 
information (e.g. 

security breaches in the 
key exchange protocol: 

credential not/lowly 
protected, identity 
misbinding, etc.) 

Transactions/exchanges updated in security 
protocols (update by sequence number, by nonces 

or by timestamps) 

Tampering 

Blind alteration of 
the exchange data 

7/5/3/5/3 

Hacking of 
communications (e. g. 

MitM) and/or radio 
equipment (data) 

 
Fuzzing 

Secure cryptographic communication 

Malicious alteration 
of the exchange data 

10/8/7/10/3 

Hacking of 
communications (e. g. 

MitM) and/or radio 
equipment (data) 

 
Revealing the key of 

the session 
authenticated by 

cryptanalysis 

Secure cryptographic communication 

Repudiation 

Responsible of 
malicious action not 

identified 
(ethical/legal 

problems) 

8/8/8/8/3 
Lack of electronic 

signature 

Authenticate and Identify triplet (User, equipment, 
action) 

Logs 

Information 
Disclosure 

Disclosure of the 
equipment presence 

1/9/1/9/9 
Listening of radio 
communication 

Stealth of radio communication 

Disclosure of the 
equipment 
localisation 

5/7/5/5/5 
Listening of radio 
communication + 

Triangulation 
Stealth of radio communication 

Identification of an 
equipment 

7/5/5/5/3 

Recognition of 
identifying elements 

although the 
communication is 

encrypted 
 

Breakage of 
cryptographic 

protection 

Privacy 
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Tracing the 
successive locations 

of the same 
equipment (even 

under pseudonym) 

7/3/7/3/1 

Association of different 
pseudonyms as 

belonging to the same 
equipment 

Unlinkability system 

Disclosure of the 
configuration of the 

communicating 
application and/or 

existence/description 
of services 

7/3/7/3/1 

Hacking of 
communications 

and/or radio 
equipment (data) 

Application element fully encrypted 

Partial disclosure of 
the content of the 

information 
exchanged 

5/3/5/3/1 Encrypted flow analysis Flow obfuscation 

Full disclosure of the 
content of the 

information 
exchanged 

10/5/7/7/1 

Cryptanalysis on 
encrypted messages 

Strong encryption method 

Obtaining the session 
key as a result of the 

disclosure of 
authentication 

credentials 

 

Denial of 
Service 

Unable to establish 
communication 

9/3/3/10/3 Radio interference Reduction of the range of radio communications 

Interruption of an 
established 

communication 

7/3/5/7/5 Radio link saturation Augmention of radio link capacity 

7/3/7/7/5 
Excessive use of 
communication 

equipment 

Timeout for specific connection, diminution of QoS 
for certain users 

Elevation of 
privilege 

Unauthorized use of 
equipment / 
equipment 
subsystems 

10/3/9/10/1 

illegal acquisition of 
access rights 

 
Malicious Third Parties 

Authentication 
Strong separation of capabilities 

Table 3.1 STRIDE-per interaction of SCENE project 

   
The threat analysis has raised many threats for the complex SCENE platform. These different 

threats will have to be prevented using different security services.  
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4 SECURITY SERVICES DESCRIPTION 
This Chapter aims to define the different security services required to prevent attacks raised by 

the threat analysis (Table 3.1). 

4.1 Security by design 
The first security services that SCENE platform could provide are linked to a careful development.  

4.1.1 Coding  

SCENE project should follow the OWASP Secure Coding Practices6 to provide a first security level 

based on the “security by design” principle. 

4.1.2 Protocol security 

It will be ensured that the proposed security system natively meets the requirements of "security 

by design" especially in terms of protocols integration; the proposed protocols should not be 

vulnerable to attacks as listed in Table 3.1 (e.g. denial of service, man in the middle...). 

4.1.3 Content storage 

Intelligent Gateway and Service Platform could store sensitive data based on sensors or analytics 

of sensors data. This data must be cared using data security mechanisms to prevent: 

- Clear access: data should be encrypted using strong encryption mechanism 

- Data tampering: a signature mechanism should be proposed for sensitive data 

- Unintended permissions: a data access policy should be define with a strong user 

authentication policy (recommended in 4.2.1.1) 

4.1.4 Third-party interaction 

Particular attention should be paid to the implementation of platform accessibility to third parties. 

Indeed, the provision of application upload functionalities must offer a segmentation between 

the core of the platform and these third-party applications to prevent any eventual privilege 

escalation. 

A mechanism for analysing these applications or at least a verification procedure should be 

implemented to prevent these risks. 

4.1.5 Stealth (optional) 

The stealth service prevents the disclosure of the presence and/or location of equipment. 

Different variations of the stealth service are to be considered depending on whether the 

equipment under consideration is out of communication, searching for another equipment to 

communicate with or in communication. This service is provided at the radio level and could be 

optional for SCENE platform or used for specific sensors. 

 

                                                           
6 OWASP. 2017. “OWASP Secure Coding Practices - Quick Reference Guide” 
https://www.owasp.org/index.php/OWASP_Secure_Coding_Practices_-_Quick_Reference_Guide 
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4.2 API security & general security architecture 
The major high-level communication of the platform are using API. So particular attention must 

be paid to the API security. 

4.2.1 API security services 

API communication will have to provide the following security services in order to protect SCENE 

project against as many threats as possible: 

- Source authentication 

- Data integrity 

- Data confidentiality 

- Non-repudiation 

- Perfect forward secrecy 

4.2.1.1 Source authentication 

This service ensures that a message whose source identifier has been modified or crafts by an 

attacker which try to spoof a legitimate address will be rejected by its destination. 

When this service is offered, messages that are not part of an authentication procedure or an 

initial communication establishment are exchanged in an authenticated session. Such a session is 

defined as having started with an authentication procedure and being protected against spoofing 

and alteration by means of an access control mechanism. This mechanism provides that each 

message sent by either participant must be transmitted together with a fingerprint. The 

fingerprint is calculated using a session key established during the authentication phase from the 

message itself, including its source and destination identifiers. Both communication participants 

must at least know the session key - it can also be known by a third party server for practical 

reasons (the server intervenes during the authentication procedure). 

4.2.1.2 Data integrity 

The integrity of the data exchanged is provided as part of the access control service described in 

the previous point (4.2.1.1). The data exchanged in the context of an authenticated session is 

therefore protected against alteration. 

4.2.1.3 Data confidentiality 

The confidentiality service ensures that the content of a message will be made inaccessible to a 

potential interceptor, being transmitted in encrypted form from the source to the destination. 

4.2.1.4 Non-repudiation 

The non-repudiation service implies the responsibility of a user regarding an action. It proves from 

whom the malicious action has been done. It could be provided either using digital signature or 

an authenticated role-based management with a logging system.  

4.2.1.5 Perfect forward secrecy 
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This service concerns a session key established as part of a key establishment protocol. This 

protocol is offering the perfect forward secrecy service when the session key remains secret even 

if the long-term secrets of the participants in the key establishment are later disclosed (that 

means that the attacker could have been able to listen to all the messages exchanged under this 

protocol). 

4.2.2 General communication security architecture 

Figure 4.1 presents the general communication security pattern that is recommended for the 

SCENE project. 

 

 

Figure 4.1 General security architecture 

A refine version for particular elements is proposed in the following sections in order to specify 

the key components. 

4.2.2.1 User ↔ Dashboard specific security services 

The communication between User and Dashboard have to provide the following security services. 

4.2.2.1.1 Refresh session keys 

This service allows you to regularly renew the current session keys, in order to protect them 

against the risk of cryptanalysis. 

4.2.2.1.2 Credentials revocation 

This service ensures that credentials that have become invalid can no longer be used to establish 

a secure session. 

4.2.2.2 Recommended authentication method for other modules 
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The following scheme is recommended for other communications: two devices establishing 

secure communication with each other must implement a mutual authentication procedure in 

which each device proves to its partner its identity. It is indeed an authentication of each device, 

and not of the users of the communicating devices. On the other hand, it is recommended that if 

an equipment is operated, this equipment cannot be able to carry out such an authentication 

procedure if its user has not previously authenticated itself to it. 

4.3 Smart City security 
The security of the smart city is special because of the chosen architecture for the SCENE platform. 

Indeed, in this architecture, sensors will not always be within an Intelligent Gateway range. 

Moreover, even if the range is ensured, for the moment there is no guarantee that the Intelligent 

Gateway, which is going to be within range next time, is aware of previous Intelligent Gateway 

knowledge on the monitored network. 

Therefore, Smart City security will have to handle these different challenges to be acceptable and 

to detect outside attacker to enter the Smart City sensors network. The already suggested solution 

are: 

- Signature-based detection: By relying on attack signatures, characterized by the messages 

they imply, this service should make possible to recognize an attack in action. 

- Anomaly-based detection: According to a model of the normal traffic/data structure 

behaviour, anomaly-based detection will allow to detect unknown attack. Then, it could 

be assumed that uncertainties about the data presence will be compensated. 

Particular attention should have to be paid to the accessible data for the both anomaly-based and 

signature-based detection module. 

4.4 Gateway security 
The Gateway security will be provided from both signature-based detection and anomaly-based 

detection.  

The service description could not already be defined because the scope of Intelligent Gateway 

and sensor interaction key indicators is not available. It will depend on how they really interact. 

This definition is required to perform the gateway security service. 
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5 CONCLUSION 
After, a review of the different modules interactions, this deliverable offers the presentation of 

the SCENE platform Data Flow diagram. Based on this Data Flow diagram, the threat analysis of 

the platform has been done using the STRIDE-per-interaction method. These threats relate to the 

availability, integrity and confidentiality of communication channels. In order to address these 

threats, security services description have been then proposed. 

This study and the already highlighted security services will be then used to prepare the 

deliverable D5.2, “Specification of SCENE security framework”. This deliverable will have to 

address the security services as well provided by the APIs as the intelligent gateway self-

protection mechanisms as smart city protection. 

Should the need arise, this document may be reviewed in order to reflect changes in the design 

or the architecture of the system that have impact on the threat model. 


