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1 INTRODUCTION 
 

Security, utility management (water, electricity, etc.), transportation, smart communities, smart 

cities and many other sectors are influenced by the technology evolution in data analytics and its 

various interesting applications. However, the availability of data itself in real-time is dependent 

on the communication technology and its underlying infrastructure. 

To overcome the challenge of high initial investment in traditional communication systems that 

allows to collect data for smart environments (cities, communities, groups, services, etc.) the 

Internet of Things (IoT) is introduced as a low-cost solution. The low cost of sensors and the wide 

variety of supported applications encouraged the adoption of the technology in several cases. 

Collecting and processing secured data in real-time is a major challenge, but not the only one. 

Data analysis and consequential response reactions - which varies from simple signalling up to 

huge content delivery - are other major challenges that need processing power for analytics and 

transmission bandwidth for potential content. In many cases the response reaction may involve 

configuration setup, documents/multimedia transmission, etc. that might be beyond the capacity 

of the used IoT systems, and as a result complementary systems/implementations should be 

deployed to perform this transmission tasks. 

SCENE (Smart City on the Edge Network Enhancement) is proposing an integrated solution based 

on vehicular networks for a secured environment that securely collects, and processes sensor 

data based on IoT technologies. This data is transmitted centrally to be analysed and processed 

by smart-city applications. On the other direction, the system also supports a content delivery 

platform that deploys suitable protocol stack for secured content delivery. With this functionality, 

SCENE is building an integrated security system for both IoT based data collection as well as 

multimedia secured content delivery. The content delivery platform is intelligent enough to be 

deployed in both IoT mode and in the stand-alone mode to deliver contents to subscribed smart 

applications. 

This deliverable presents the Use Cases that will guide the definition of the system. The derived 

Pilots will constitute the test bench for the validation of the SCENE Platform (to be implemented 

in WP6). 

Further to the validation Pilots, additional demonstration Field Tests will be defined and 

conducted in the cities targeted by the final Platform. Additional cities will be potentially added 

during the project. These tests will each show a specific use case of SCENE. The goal will be to 

assess users and stakeholders experience (smart cities, IoT service provider). The results of these 

tests are crucial to prove that the innovations that will be introduced by the SCENE platform have 

a great and valuable commercial potential. 
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The first 3 Use Cases introduced in this document address a possible user need that can be solved 

by using an IoT solution. The 4th use case presented is a typical scenario of a content delivery 

systems. The SCENE Platform will be designed and implemented such that content delivery and 

IoT functionalities can be activated either separately, or together. The requirements that follow 

are consequently targeting either of the 2 functionalities. 

This document presents the final version of the Requirements of the project and a general 

architecture of the SCENE Platform in functional modules. This initial schema has been used 

during first year of the project as base point for defining the first System Architecture at a higher 

level of detail presented in Deliverable, D2.2. 

The final System Architecture will be presented in Deliverable D2.4. 
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2 TERMINOLOGY 
 

The following definitions are considered crucial for the proper understanding of the rest of this 

document. 

A “Requirement” is a singular documented physical and functional need that a particular design, 

product or process must be able to perform. It is a statement that identifies a necessary attribute, 

capability, characteristic, or quality of a system for it to have value and utility to a customer, 

organization, internal user, or other stakeholder. 

Throughout this document, the words that are used to define the significance of particular 

requirements are capitalized. These words are:  

"MUST" This word means that the item is an absolute requirement of this specification.  

"MUST NOT" This phrase means that the item is an absolute prohibition of this specification.  

"SHOULD" This means that there may exist valid reasons in particular circumstances to ignore this 

item, but the full implications should be understood, and the case carefully weighed before 

choosing a different course.  

"SHOULD NOT" This phrase means that there may exist valid reasons in particular circumstances 

when the listed behaviour is acceptable or even useful, but the full implications should be 

understood, and the case carefully weighed before implementing any behaviour described with 

this label. 
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3 USE CASES 
 

3.1 Use case 1: Monitoring Critical Infrastructures and Buildings 
 

This section describes the ITALY Use Case (UC1) for testing the SCENE platform. Starting from the 

relevant problem to be addressed for AMT Catania, the UC is defined and described, including 

which data is to be collected. Type of sensors needed are also included in this document. 

 

3.1.1 The problem to be addressed 

 

The territory of the city of Catania and of its suburbs, a wide area, is affected by earthquakes, 

sometime due to the presence of the Etna volcano. Further, traffic – as for all modern cities – has 

also a negative effect on roads, buildings, critical infrastructures, etc. Monitoring this wide area is 

a critical issue.  

Urban and rural roads constitute a network system characterized by a wide extension in the 

territory, but monitoring road status and performance is very difficult, due essentially to high 

costs to equip the infrastructures with automatic monitoring systems, capable of measuring 

quantities, representative of the characteristics to be monitored and transferring relevant data. 

Nowadays, monitoring is carried out using special vehicles, equipped with a series of detection 

systems, also with video cameras and image interpretation, which give a very detailed picture of 

the infrastructure status, especially with regards to the pavement, high costs are the most critical 

obstacle to this kind of approach, along with the impossibility of evaluating the structural 

components of road main body or infrastructure parts (viaducts, bridges, tunnels, etc.), which are 

critical parts of the infrastructure. 

 

3.1.2 The proposed Use Case 

 

The proposed ITALY Use Case is focused on the need to have an “intelligent” monitoring system 

of some specific parameters of urban infrastructures, both structural and functional, (e.g. useful 

to evaluate the effects of an earthquake on the usability of the infrastructure or to gather specific 

parameters on the state of the art of ancient and artistic buildings/monuments due to traffic 

vibrations, earthquake, etc.) A possible extension of use case for monitoring traffic with 

origin/destination and vehicle type detection may be evaluated. 

Referring to the structural characteristics and considering the static nature of the road main body 

and of the other infrastructure parts, sensors should be essentially composed by accelerometers, 

which can measure displacements and vibrations for both buildings and infrastructures. 



D2.3  

SCENE Project  Page 12 of 33 

Other types of sensors can be used to detect hidden cracks inside the pavement layers; in this 

case the sensors must be embedded in the road pavement (they can also be positioned during 

the reconstruction of the road surface, before laying the most superficial layers of the pavement, 

or, later, through drilling and overcoating).  

As regards the functional characteristics, the irregularities of the road surface are generally 

measured with accelerometers mounted on board vehicles. Greater irregularities (holes, cracks), 

as well as the state of maintenance of the road markings, can also be detected through image 

interpretation techniques (possibly - in the city context - also exploiting cameras used to detect 

the parking lane occupancy). 

The same system could also be used to monitor the structural state of buildings, especially those 

that have less chance of being connected to the internet for their historical worth (churches, 

historic buildings and monuments). For this last type of implementation, it’s necessary to verify 

the distance constraints between the road (where vehicles equipped with the gateway device 

pass) and the various points of the building where the sensors should be positioned.  

The sensors to be used may come from different producers and may have different characteristics 

regarding different the set of measures to detect. Also, they may have different wireless 

connection capabilities, such as Wi-Fi and Bluetooth, and different prices. Depending on the kind 

of measure to be done, it is important to consider whether to use sensors that can buffer detected 

data in internal memory, waiting for an IGW to come into wireless range in order to send them, 

or not. Typically, one would need buffered sensors when measuring discontinuous variables, such 

as acceleration or noise, while monitoring continuous variables (e.g. temperature, pollutant 

concentration) can be carried out by non-buffered sensors. 

Once deployed the set of sensors, they will start detecting measures and will wait that an IGW 

installed on AMT Catania buses, will come closer enough to establish a wireless connection. Such 

connection will allow sensors to send their data to the IGW, which in turn will forward the sensor 

data to the IoT Platform for the suitable elaboration and the dispatching of the useful information 

to end-users (AMT, Public Administration, citizens, etc…). 

 

3.2 Use-Case 2: Monitoring High capacity sensors in the city 
 

This section describes the FRANCE Use Case (UC2) for testing the SCENE platform. Starting from 

the problem to be addressed according to discussions with Rennes Metropole. 

 

3.2.1 The problem to be addressed 

It is very expensive to deploy high capacity sensors all along the city especially in less dense and 

sub-urban areas. It is over-expensive to install dedicated infrastructure in these areas and current 

IoT networks are not always well dimensioned to handle the flow of data generated by these 

sensors. The types of situations which are detected by the sensors are real time or non-real-time 

situations. 
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3.2.2 The proposed Use Case 

The proposed use case concerns the possibility to use the bus (and taxis, cars) to collect the 

necessary information from the sensor for detecting the real time and non-real time events which 

could triggering a flow of data. 

The main proposed use-case is based on air quality measurement. It aims at extending current 

practices in air quality measurements by providing an end-to-end urban platform in the Rennes 

Metropolitan area, thus allowing citizens to access and use data on air quality and policy makers 

to take informed decisions. Data on air quality measurements will be collected by placing sensors 

on buses for local transportation or by using the other means of transport e.g. taxis and cars. 

There is another option to perform the measurements in catastrophic events by using the drones, 

but it is out of the scope of the SCENE project. The air quality sensor data does not cause any 

privacy issue compared to other option of using the camera installed either at the fixed place or 

on the moving vehicle. The camera usage could be demonstrated to identify the specific object 

instead to take photo of any human being, which directly cause the problem of data privacy.  

In the usual case, information is processed locally in the Intelligent Gateway and will be sent to 

the service platform by using the available communication network (e.g. Wi-Fi, 4G/5G). There is 

a possibility of an immediate action could be triggered either at the sensor level, or at the 

Intelligent Gateway level, or at the service platform level. In case, there is an immediate action 

triggered locally (either by sensor or Intelligent Gateway level), then Intelligent Gateway may 

decide to send the critical information on real time to the service platform via available network 

connection (e.g. 4G/5G network). 

 

3.3 Use-Case 3: Double parking in city environments 
This section describes the PORTUGAL Use Case (UC3) for testing the SCENE platform. Starting from 

the problem to be addressed, the UC is defined and described, including which data are to be 

collected. 

3.3.1 The problem to be addressed 

Double-parking is a problem in cities all around Europe, when cars use traffic lanes to park or for 

long stops. This hinders traffic, reduces visibility, and creates safety issues for both (other) drivers 

and pedestrians. Double parkers are hard to track for police forces due to the transient nature of 

the infraction and the need for oblivious law enforcement to take care of the more serious crimes. 

Automatic monitoring of traffic infractions is done successfully across European cities in situations 

such as speeding and incursion into streets reserved for local inhabitants, so it is expected the 

system will be well accepted by the communities. The innovation of this system lies in the 

detection of a transient action which requires high capacity of processing. 

Monitoring (and automatic fining) of double parkers can be used as a deterrent for drivers. By 

advertising the fact that double parking will not be tolerated and may lead to a traffic infraction 

without the presence of the municipal police, we believe drivers will restrain from this practice, 
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using legal parking spots instead. In high density streets with insufficient parking spots, this will 

ultimately lead to the citizens using public transportation instead of their personal car, leading to 

less congested streets and a healthier environment. 

 

3.3.2 The proposed Use Case 

The proposed Use Case uses sensors and the gateway to report double parkers to authorities, 

who may then proceed to act on it. 

Sensors placed in high places, such as light poles will detect a double parker, or any vehicle parked 

irregularly, on a traffic lane. Data, such as time, location, license plate number, and duration as 

well as photographic evidence, will be stored in the sensor and passed to the SCENE Gateway 

when a vehicle passes within range. The SCENE Network will then pass the information on to the 

proper authority for further action. 

Photos will be carefully processed to protect the privacy of citizens, as displayed in the following 

example: 

 

Figure 1 - Evidence captured in the Portuguese Pilot 

All processing will be done on the sensor, so the only data that is sent over the SCENE network 

are the two timestamped and georeferenced pictures. Final decision on whether to fine an 

infraction is always done by a human (law enforcement agent). 

The sensor will communicate to the SCENE gateway over Wi-Fi (802.11n), using MQTT to store & 

forward the data to a central application, operated by the city’s law enforcement agency. 
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3.4 Use case 4: Content delivery 
This section describes the Content Delivery Use Case (UC4) for testing the SCENE platform. 

Starting from the problem to be addressed, the UC is defined and described, including which data 

is to be collected. 

 

3.4.1 The problem to be addressed 

The proliferation of mobile devices and the development of alternative digital media platforms 

increase exponentially the consumption of digital contents, especially in the public transport 

when people commute to work or travel for leisure or business.  

In areas where the network coverage is not satisfactory, users are cut from useful data regarding 

their travel, tourist information or local news.  

 

3.4.2 The proposed Use Case 

The proposed Use Case is based on the SCENE solution on the content delivery side, which JCP 

already prototyped. SCENE has in addition of its IoT function, it also has the content delivery 

functionality which uses the caching technology to preload contents and deliver them to users 

even when there is no available network connection. The solution can deliver two types of 

contents:  

• Digital contents that have been prefetched on the cache according to users’ interests; 

• Digital contents that have been preload on a dedicated portal.  

The idea of the use case is the following: when a vehicle on which the IGW is installed is moving, 

the IGW caches and preload content according to i) the vehicle movement ii) the users’ interests. 

Real time content download will be done via 4G network, but it is expensive and not necessary as 

users consume many identical contents. SCENE system will act in such a way that instead of 

interacting with Internet, the user will interact with the interactive gateway as the content of 

interest to the user has been preloaded or cached already in the IGW. 

2 main situations can exist: 

1) users have some similar behaviour i) between them, and ii) over time. This means that content 

can be downloaded in the IGW according to these 2 parameters.  

2) the vehicles are moving towards predicted places in the case of public transport; in the more 

general case (which is not investigated here) the vehicle movement can be anticipated. This 

means that content can be pre-loaded in the next IGW to which the vehicle will connect to. 

Another fact is that when users initiate long streaming sessions, the average session time is in 

general order of magnitude higher than the time between 2 IGW access point.  

The system will cache and prefetch content in the IGW within the bus so the QoE of the user is 
maximized and the traffic in the 4G/5G network will be minimized. 
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4 REQUIREMENTS 
This section presents the User Requirements and an initial set of System Requirements. 

Both Functional and non-Functional (quality of service related) requirements are presented. 

Requirements represent the foundation for the following phases of the project. Starting from 

them, the architecture of the system, both hardware and software, will be defined, and will be 

described in detail in the Deliverable D2.2.  

 

4.1 Business requirements 

 

Id Requirement Remarks 

BR.1 SCENE MUST offer an affordable IOT Open platform for 
developing high security IOT Services 

IoT services must be at 
least as secure as the 

standalone IoT 
proposals  

BR.2 SCENE MUST drop costs for deploying IOT infrastructures in 
Small Towns 

 

BR.3 SCENE MUST support External Partners to produce IOT 
solution with smaller costs 

 

BR.4 SCENE MUST offer services with highest security levels  
BR.5 SCENE SHOULD integrate IoT services and Content Delivery 

Services 
IoT and content 

delivery 

BR.6 IoT and content delivery services MUST be offered together 
on the same platform, or separately 

 

BR.7 SCENE SHOULD offer an affordable Content Delivery System 

to allow Content Providers and/or Transport Operators to 

make available their content through SCENE platform 

Content delivery 

Table 1 - Business Requirements 

 

4.2 General Requirements 
 

Id Requirement Remarks 

GR.1 SCENE MUST be accessible by Users through Graphical User 
Interface (GUI) 

 

GR.2 SCENE MUST be accessible by Users through an Interface 
layer based on Application Programming Interface (API) 

 

GR.3 SCENE MUST have the capability to be interfaced with 
standard protocols and technologies 

 

GR.4 SCENE MUST manage and control user access to the 
platform, both from GUI and API 

 

GR.5 SCENE MUST guarantee Data Protection   
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Id Requirement Remarks 

GR.5.1 SCENE MUST guarantee the security of its internal 
communications 

 

GR.5.2 SCENE SHOULD guarantee the highest security level in the 
communication between IGW and Sensors 

This is not a MUST 
because some sensors 
are not able to achieve 

that. 

GR.5.3 SCENE MUST guarantee the security of the content delivery 
system 

 

GR.5.4 SCENE SHOULD guarantee the isolation of third parties 
installed applications 

 

GR.6 SCENE MUST collect and process IOT data as soon as they 
are provided by the sensors to the SCENE platform 

 

GR.7 SCENE MUST persist and retain received IOT data according 
to timeframe required by user’s business case 

 

GR.8 SCENE MUST provide IOT collected data to its Users (Public 
administration, citizens, companies, Smart City Service 
Providers, etc.) 

 

GR.9 SCENE SHOULD enable simple automatic alarm or 
notification mechanisms on receiving IOT Data if specific 
conditions are verified 

 

GR.10 SCENE MUST provide statistics and metrics about platform 
usage and activities 

 

GR.11 SCENE SHOULD be able to receive from User configuration 
information to be sent to sensors 

This will be 
implemented by the 
ability to run 
script/drivers on the 
IGW that in turn will be 
responsible to sending 
information to the 
sensors. 

GR.12 SCENE MUST be able to receive and manage App-packages 
to be installed in the SCENE Edge module 

 

GR.13 SCENE SHOULD be able to receive and manage information 
to be sent to App-packages installed on SCENE Edge module 

 

GR.14 SCENE SHOULD be able to raise alerts regarding to detected 
threats on its system and/or the monitored IoT network 

 

Table 2 - General Requirements 

 

 



D2.3  

SCENE Project  Page 18 of 33 

4.3 Use Cases Requirements 
 

Use Case 1 Requirements – City Infrastructures monitoring 

 ID Requirement  Remarks 

UC1.01 The system MUST collect measures of vibrations from 
sensors positioned on buildings and road infrastructures 
(bridges, viaducts, tunnels, retaining walls, etc.) 

 

UC1.02 The measures MUST be persisted in the system for the 
required time period; the effective period length will be 
defined at business case refinement 

 

UC1.03 Each persisted record MUST contain, besides the measure, 
also the sensor identifier and the related timestamp 

 

UC1.04 In addition, each persisted record SHOULD contain the 
sensor position 

 

UC1.05 The system SHOULD keep the list of monitored 
infrastructures; each infrastructure is identified by a unique 
identifier 

 

UC1.06 The system MUST keep the list of data owner customers (for 
example the external Smart City Services) where each 
customer is identified by a unique identifier. This identifier 
will be the key for the correct assignment of the stored data 
to the correct organization data owner 

 

UC1.07 The system SHOULD enrich the persisted measures with 
additional attributes (for example sensor family, identifier 
of monitored infrastructure, identifier of the owner 
organization, city area, …) that are required for analytic 
functions 

Sensor data is 
configured at on-
boarding time  

Table 3 - Use Case 1 Requirements 

 

Use Case 2 Requirements – High capacity sensor 

Id Requirement Remarks 

UC2.01 Sensors MUST capture pollution particles evidences, e.g. 
PM25, PM10, etc. 

 

UC2.02 Sensor MUST have the measurement record along with 
geographical location. 

 

UC2.03 Sensors MUST have communication capabilities to send 
the collected information. 

 

UC2.04 Sensors MUST have required amount of air passing in and 
out of its detection chamber for more reliable calculation. 

 

UC2.05 Sensors MUST be physically secured from any 

environmental damage (temperature and humidity). 

 

Table 4 - Use Case 2 Requirements 
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Use Case 3 Requirements – Double Parking Control 

Id Requirement Remarks 

UC3.01 Sensors MUST be able to identify 2nd line parking, 
specifically the automobiles in those circumstances 

 

UC3.02 Sensors MUST be able to distinguish 2nd line parking from 
other, considered regular as, for example, cars stopped due 
to traffic, cars correctly parked and moving cars 

 

UC3.03 Sensors MUST be able to capture the evidence of an unusual 
event, in particular through a photography 

 

UC3.04 Sensors MUST be able to capture the hour, date and must 
store a location 

Location is given by the 
sensor ID. 

UC3.05 The evidence collected MUST be sent to the authorities in a 

useful time frame 

 

UC3.06 The evidence collected MUST be exclusively related to the 

double-parking situation 

 

UC3.07 The evidence collected SHOULD be available only for a short 

period of time 

 

UC3.08 The evidence collect MUST have all non-essential elements 

obfuscated 

 

UC3.09 The evidence collect MUST be retained for sufficient time to 

be confirmed at the destination 

 

UC3.10 Sensors MUST have sufficient internal storage in order to 

keep the evidence until the passage of the Intelligent 

Gateway 

 

Table 5 - Use Case 3 Requirements 

Use Case 4 Requirements – Content Delivery 

As there is only one generic use case defined for content delivery (by contrast with the 3 use cases 

defined for IoT), there is no need to detail content delivery requirements related to use case 4 

specifically. In consequence, content delivery use case 4 requirements are in the different 

requirements pertaining to the system, SP, and IGW. 
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4.4 System Requirements 
In this section general initial System Requirements are presented. 

4.4.1  General Platform Requirements 

 

Id Requirement Remarks 

SR.01 SCENE Platform MUST implement a central module named 
“Service Platform” (SP) to collect IOT data from sensors and 
made available processed data to the Users and to manage the 
whole system 

 

SR.02 SCENE MUST implement mobile “Intelligent Gateway” 
capabilities (IGW) to reach the edge for interacting with IOT 
sensors remotely and to bring computation to the edge 

 

SR.03 SCENE MUST enable the usage of IOT sensors with low range 
wireless communication capabilities 

 

SR.04 SCENE MUST manage a wide range of network protocols to 
be able to connect with a wide range of IOT sensors 

 

SR.05 SCENE SHOULD offer a base set of statistic functions over 
the collected data 

 

SR.06 SCENE MUST provide a “Dashboard” GUI built on web 
technologies to interact, manage and control the platform 

 

SR.07 SCENE MUST provide “Analytics” component in charge of 
process data and inferring different metrics  

 

SR.08 SCENE MUST provide an “API interface", built on standard 
protocols, to dialogue with the rest of the Platform (I.e. 
Intelligent Gateway, services and other components) and 
with External Systems 

 

SR.09 SCENE MUST implement a solution that assure high security 
standards 

 

SR.10 SCENE MUST implement mobile “Intelligent Gateway” 
capabilities (IGW) to reach the edge to provide content 
delivery to the user 

Content delivery 

SR.11 The SCENE solution MUST distribute a WIFI signal and grant 
users equipped with mobile device access to the network  

Content delivery 

SR.12 User MUST have the possibility to login on the SCENE system 
to gain Internet access by using credentials 

Content delivery 
 

SR.13 The SCENE platform MUST respect requirements of GDPR if 
applicable 

 

SR.14 SCENE MUST integrate a system to detect threat in real time 
and SHOULD propose a system to react from identified 
threat when possible 

 

Table 6 - General Platform Requirements 
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4.4.2 Service Platform Requirements 

 

Id Requirement Remarks 

SP.01 Service Platform MUST be able to ingest IoT sensor data 
from IGW 

 

SP.02 Service Platform MUST be able to process ingested data 
applying filtering, enrichment, aggregation and analytics 
functions 

 

SP.03 Service Platform MUST be able to send to all IGWs gateway 
configuration data 

 

SP.04 Service Platform SHOULD be able to send to all IGWs sensor 
configuration data 

 

SP.05 Service Platform MUST be able to send to all IGWs App-
packages to be installed on the gateways 

 

SP.06 Service Platform SHOULD be able to send to all IGWs App-
packages configuration data 

 

SP.07 Service Platform MUST be able to receive IGW-related 
telemetry data from IGWs 

 

SP.08 
 

Service Platform must be able to receive sensor-related 
telemetry data from IGWs 

 

SP.09 Service Platform MUST be able to receive sensors status data  
SP.10 Service Platform MUST be able to receive IGW status data  

SP.11 
 

Service Platform SHOULD be able to receive configuration 
data from Customers for IGW APPs 

 

SP.12 
 

Service Platform MUST be able to receive App-packages from 
External Partners to be sent to IGWs 

 

SP.13 
 

Service Platform MUST persist all data received in a data layer 
according to retention policies configuration 

 

SP.14 
 

Service Platform MUST provide an API layer for interfacing 
with IGW 

 

SP.15 
 

Service Platform MUST provide an API layer for interfacing 
with Customers 

 

SP.16 
 

Service Platform MUST provide an API layer for interfacing 
with Dashboard 

 

SP.17 Service Platform MUST provide an API layer for interfacing 
with Other management modules 

 

SP.18 
 

Service Platform MUST provide Analytics modules that allow 
analysis on the data persisted in the Data Layer module 

 

SP.19 
 

Service Platform MUST provide Analytics features which 
enable alerting and user notification on pre-defined case 
(deviation, thresholds etc.) detection  

 

SP.20 
 

Service Platform MUST persist all the data related to the 
service platform monitoring (for example logins of users, 
successful and wrong API calls, dimension of messages, …) 

 

SP.21 
 

Analytics module SHOULD support interactive analytics, 
near real-time analytics and batch analytics 
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Id Requirement Remarks 
SP.22 
 

Service Platform SHOULD allow to schedule pre-defined jobs 
both for operational task and batch analytics processing 

 

SP.23 
 

Service Platform MUST provide capabilities to manage User 
configuration for identification and access management in 
SCENE platform 

 

SP.24 
 

Service Platform MUST interconnect with IGW and retrieve 
cache related information 

Content delivery 

SP.25 
 

Service Platform MUST manage IGW caches using standard 
protocols 

Content delivery 

SP.26 
 

Service Platform MUST deliver an API to content providers to 
manage caching and prefetching in IGWs 

Content delivery 

SP.27 Service Platform MUST be able to segregate data by customer.  
Table 7 - Service Platform Requirements 

 

4.4.2.1 Non-functional Requirements 

 

Id Requirement Remarks 

SPN.01 Service Platform MUST implement scalability features in 
order to foster the performance on transactions processed 
and response time on events, according with the 
performance KPI of the system 

 

SPN.02 Service Platform SHOULD have capabilities to offer High 
Availability services  

 

SPN.03 Service Platform MUST adopt security mechanisms to ensure 

respectively: 

• secure communication between internal 

components of Service Platform  

• secure communication between SP and external 

systems and to prevent: 

o unauthorised access of data 

(confidentiality) 

o unauthorised handling of data (integrity) 

o denial of service (availability) 

 

Table 8 - Non-functional Service Platform Requirements 
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4.4.3 Dashboard Requirements 

 

Id Requirement Remarks 

DR.01 Dashboard MUST be implemented as a web user interface 
to manage all SCENE platform components 

 

DR.02 Dashboard MUST consent access only after sign-in with 
credentials and give the possibility to “Sign out” by clicking 
on the related button 

 

DR.03 Dashboard MUST give access to dashboard functions and 
data based on specific User Roles the logged-in user belongs 
to 

 

DR.04 Dashboard SHOULD display on all pages the Username and 
User Role  

 

DR.05 Dashboard MUST allow user to access only to owned data Data segregation in 
multi-entity context  

DR.06 User MUST be univocally identified through a unique user 
identifier 

 

DR.07 Each access to the system via Web UI MUST be registered 
and logged. Even any attempt failed MUST be registered on 
the system with the necessary information to identify the 
origin of those accesses 

 

DR.08 Each action performed by the user on the system via Web 
UI SHOULD be traced and logged 

 

DR.09 Dashboard SHOULD have multi-language capability and give 
the possibility to select a language in the Login Form 
choosing among English, Portuguese, French and Italian, 
clicking on the related flag 

Predefined language 
will be associated to 
registered user 

DR.10 Dashboard SHOULD have GUI for Sensors Management   
DR.11 Dashboard SHOULD allow configuration and setup of 

Sensors with their sensor identification attributes and geo-
localisation information 

Attributes can include 
type of device, device 
id, manufacturer etc.. 

DR.12 Dashboard SHOULD provide capabilities that allow to 
display sensors map 

 

DR.13 Dashboard MUST provide GUI for User Management   

DR.14 Dashboard MUST provide GUI for Customers (External 
Smart City Providers) management functions (registration, 
modification, etc..) 

Registration of external 
provider entity in order 
to enable data and 
function segregation  

DR.15 Dashboard SHOULD provide GUI for IGW Management Content management 
and IoT  

DR.16 Dashboard MUST provide GUI for Analytics functionalities  

DR.17 Analytics dashboard SHOULD provide interactive features 
for ad-hoc data inquiring 

 

DR.18 Analytics dashboard SHOULD provide features for graphical 
representation of calculated metrics  
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Id Requirement Remarks 
DR.19 Analytics dashboard MUST provide capabilities for data 

drilldowns on data lake 
 

DR.20 Analytics dashboard SHOULD enable users to save and 
share queries results 

 

DR.21 Analytics dashboard SHOULD enable users to export results 
in a variety of formats such as excel, pdf, csv 

 

Table 9 - Dashboard Requirements 

4.4.3.1 Non-functional requirements 

 

ID Requirement Remarks 

DRN.0
1 

Web UI MUST adhere to best-practice usability criteria 
(clear, homogeneous, simple, consistent, WYSIWYG) 

 

DRN.0
2 

Web UI MUST interact with Service Platform through API 
interface layer 

 

DRN.0
3 

Web UI MUST be designed and optimized for desktop user 
experience  

 

DRN.0
4 

Web UI MUST be implemented accordingly with the 
adopted security paradigm 

 

DRN.0
5 

The communication between Web UI and Service Platform 
MUST be secured with suitable mechanisms and protocols 

 

Table 10 - Non-functional Dashboard Requirements 

 

4.5 Intelligent Gateway Requirements 
 

Id Requirement Remarks 
IGW.01 Intelligent Gateway (IGW) MUST have an independent 

capability to connect to Internet for IoT part (for instance 
4G interface) 

Independent 
connection to Internet 
for IoT 

IGW.02 
 

The IGW MUST integrate content delivery and IoT 
functionalities in one box 

Independent 
connection to Internet 
for IoT 

IGW.03 
 

The IGW MUST integrate content delivery and IoT 
functionalities in one box 

NB: we’ll have to see 
according to BOM 
requirement and 
customer requirement 
what the options are. 

IGW.04 
 

The IGW MUST be able to host applications Must be defined 
whether this should be 
virtualized, or container 
based 

IGW.05 
 

The IGW MUST perform caching both for content delivery 
and IoT sensor communication 
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Id Requirement Remarks 
IGW.06 
 

The IGW MUST manage communications with different 
sensors families/ coming from different external providers 
with full-service separation 

 

IGW.07 
 

The IGW MUST send user requests to the Service Platform SP (content delivery 
side) has to be aware of 
the content requested 
by the user to take 
caching/prefetching 
decisions 
 

IGW.08 
 

The IGWs MUST send cache status information both for 
content delivery and IoT data 

 

IGW.09 
 

The IGWs MUST collect information from sensors on a 
synchronized way 

Gateway are moving 
and sensors are fixed 
usually so the gateways 
must synchronize about 
the information to 
process; also, the 
applications have to be 
downloaded taking into 
account gateways 
mobility 

IGW.10 
 

IGW MUST be able to prefetch content locally Based on the SP 
(content delivery side) 
information, IGW must 
be able to download 
content on its local 
storage to fulfil 
potential future 
requests () from user. 

IGW.11 
 

The IGW MUST communicate with the Service Platform to 
transmit content delivery related information (cache, 
topology...) 

 SP (content delivery 

side 

IGW.12 The IGW MUST communicate with the Service Platform 
(IOT side) to transmit and receive IoT related information 
(cache, status, …) 

 

IGW.13 
 

The IGW MUST have Ethernet Interface for Internet 
network connection 

 

IGW.14 
 

The IGW MUST have Wi-Fi Interface for Internet network 
connection 

 

IGW.15 
 

The IGW SHOULD have 4G Interface for Internet network 
connection 

 

IGW.16 
 

Secure application download MUST be possible  
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Id Requirement Remarks 
IGW.17 
 

Application handover SHOULD be possible Exact requirement has 
to be checked during the 
project life 

IGW.18 
 

The IGW MUST collect sensors information via LoRa  

IGW.19 The IGW MUST collect sensors information via WIFI  

IGW.20 
 

The IGW MUST collect sensors information via 4/5G IoT  

IGW.21 

 

The IGW MUST ensure the implementation of the most 
secure communication method provided by the sensor 
manufacturer 

highly dependent on the 
type of sensor 

IGW.22 
 

The IGW MUST collect sensors information via BLE  

IGW.23 
 

The IGW MUST be manageable by the dashboard using 
standard interfaces 

Define API and standard 
protocols 

IGW.24 
 

A GUI SHOULD be available locally and on the service 
platform for management and configuration of the 
Gateway 

 

IGW.25 Management of sensors SHOULD be possibly offloaded 
from the Service platform to the gateway 

 

IGW.26 Any local change of configuration SHOULD be reflected to 
the service platform 

 

IGW.27 The IGW MUST have a Wi-Fi AP capability to distribute 
content 

 

IGW.28 The IGW SHOULD have a 4G client interface to 
communicate IoT information on real time to the SP 

 

IGW.29 The IGW SHOULD integrate capabilities to detect attacks 
in real-time 

 

IGW.30 The IGW SHOULD have a 4G client interface to receive and 
transmit content. 

Content delivery 
 

IGW.31 SCENE Intelligent Gateways MUST be able to connect 
to fixed Wi-Fi network transparently 

Content delivery 
 

IGW.32 SCENE Intelligent Gateways MUST be able to connect 
to each other transparently 

Content delivery 
 

IGW.33 SCENE Intelligent Gateways MUST have local storage 
capacity 

Content delivery 
 

IGW.34 SCENE Intelligent Gateways SHOULD be aware of its 
location, direction and speed 

Content delivery 
 

IGW.35 The IGW MUST contain a web portal allowing users to 
register 

Content delivery 
 

IGW.36 The Portal MUST offer a selection of preloaded contents  Content delivery 
 

IGW.37 The Portal MUST include an easy-to-manage interface for 
administrators to upload and document the contents 
(metadata) 

Content delivery 
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Id Requirement Remarks 
IGW.38 The Portal MUST include a user-friendly interface for users 

to access to the contents 
Content delivery 
 

Table 11 - Intelligent Gateway Requirements 

4.5.1.1 Non-functional requirements 

Id Requirement Remarks 
IGW.39 The IGW SHOULD support the latency and delay 

requirements of IoT services 
Content delivery 
 

IGW.40 The IGW SHOULD support the QoE requirements of 
content delivery services 

Content delivery 
 

Table 12 - Non-functional Intelligent Gateway Requirements 
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5 VERIFICATION METHODS 
 

5.1 Modules validation 
 

The modules are validated by each development team, using localized tests. At frequent intervals, 

integration tests are done over the Internet between all the relevant components, to identify 

potential problems. 

The result of the integration tests will be documented in D6.3 – Functional Testing and Integration 

Report. 

 

5.2 Pilot and field test validation 
 

Test scenarios were defined in D6.1 – Initial Pilot Definition, along with the KPIs to be measured 

in the proposed two stages of pilots. 

The result of the tests will be documented in D6.3 and D6.4 – Functional testing and integration 

report. 
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6 KEY PERFORMANCE INDICATORS 
 

These are the updated KPIs for the SCENE system: 

KPI Description Target Measurement method 

KPI.1 - 
Network QoS 

Simulation will be done for two networks (4G 
and Wi-Fi). It is based on the assumption that 
user will use 4G just in case Wi-Fi network is not 
available. The content will be prefetched at 
stopping point before a user or group of users (in 
case of bus) reached next stopped point  

25% gain on 
video network 
traffic 

It is measured using the 
define simulation 
scenario 

KPI.2 - IGW 
data latency 

This KPI is intended to measure the time lost in 
the IGW processing of data. Value is determined 
by measuring the time gap among the time the 
data is received by the IGW and the time it is 
transmitted to the SP. Assuming that IGW always 
has connectivity. 

N/A now, 
(only in 2nd 
Phase of 
project) 

Technical measurement. 

KPI.3 - SP 
Data Latency 

This KPI is intended to measure the efficiency in 
Service Platform elaboration by detecting the 
gap between the time the gateway publishes 
data to the central server and the time the data 
is available, after filtering, transformation and 
enrichment, into the data layer available for 
inquiring and analytics functions 

<= 10 sec 

 for “near-real-
time" data 

 

<= 5 min 

 for analytics  
batches 

Technical measurement.  

KPI.4 - IoT SP 
Process 
Throughput 

This KPI is intended to measure the throughput 
in processing the IGW incoming messages. 
From this KPI it is possible to define the number 
of measurements that can be processed by the 
platform without significant decrease of 
performance. 

<=6000 
measurements 
per min 

Technical measurement.  

KPI.5 - 
Listened 
data ratio 

KPI to measure the ratio among the IoT data 
received by the sensors and the data that has 
been collected by the sensor in a defined 
timeframe (day, week etc...) 
  

>= 80 % Technical measurement. 
NOTE: Sensor ratio will 
depend on the existing 
data to be sent to the 
gateway, and the "time 
window" a sensor will 
have to communicate to 
the gateway. 
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KPI Description Target Measurement method 

KPI.6 - 
Packets' 
drops (loss 
rate) 

This metric directly reflects the congestion level 
of the network. It can be measured at the 
different nodes (i.e. at the transmission buffer 
level). 

< 20 % Technical measurement. 

KPI.7 - False 
Positive Rate 

This metric reflects the number of raised alerts 
which are not attacks. The objective of the 
security service will be to have this ratio as small 
as possible to avoid false alarm inspection and 
therefore time delay. 

< 5 % Technical measurement. 

KPI.8 - 
Accuracy 

This metric reflects the ratio of correctly 
identified results. It can be calculated through 
Accuracy=(TP+TN)/(TP+TN+FP+FN) with TP: True 
Positive, TN: True Negative, FP: False Positive, 
FN: False Negative. 

>= 90 % Technical measurement. 

KPI.9 - Time 
to detect 

This metric represents the delay between the 
start of an attack and its detection. SCENE 
security service will try to provide a delay as 
small as possible. 

N/A (only 2nd 
phase) 

Technical measurement. 

KPI.10 - 
Positive 
feedback 
from 
prospective 
clients 

This metric represents the market attractiveness 
of the SCENE platform. 

>= 90 % Questionnaire to be 
answered by prospects 
after each pilot. 

KPI.11 - 
Successful 
integration 

All components work together without problems. >= 90 % Technical questionnaire 

KPI.12 - 
Functional 
end-user 
applications 

Deployment of fully functional end-user 
applications. 

>= 90 % Questionnaire to be 
answered by prospects 
after each pilot. 

KPI.13 - 
Management 
framework 
approved by 
end users 

Evaluation of the management framework >= 90 % Questionnaire to be 
answered by prospects 
after each pilot. 

KPI.14 - 
Gateway - 
Service 
Platform 
transmission 
quality 

This KPI gives a measure of the quality of the 
data transmission from the Gateways to the 
Service Platform. It is calculated as the ratio 
between the measurements correctly sent by the 
Gateways and the measurements that effectively 
are received and processed by the Service 
Platform in a specific time interval. 

>= 90 % Technical measurement. 

Table 13 - Key Performance Indicators 
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7 PRELIMINARY SYSTEM ARCHITECTURE 
 

7.1 Preliminary System Architecture 
 

The SCENE Platform is composed by several subsystems that implements specific functionalities. 

A general architecture schema based on functional high-level modules is presented. The reference 

is the following diagram  

 

 

Figure 2 - General High Level of SCENE Platform Architecture 

 

Each module is described in the following table 

Entity Description 

Dashboard The Dashboard is the GUI module that will allow a user to interact with the 
SCENE platform. Based on web technologies if will offer functionalities for 
monitoring the platform, for accessing the data managed by the system, 
analytics and statistics, as well as functions for managing all the actors involved 
in the use of SCENE platform. 
All the functions will be presented based on user authentication and role-based 
authorization. 
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Entity Description 

Service 
Platform 

This is the central core system of the SCENE Platform. It include all 
functionalities for: 1) Data persistence for all the data coming from sensors and 
gateways; 2) Middleware logic for orchestration of internal and external 
services, Event and Notification Management; 3) System Registry and 
Provisioning, for setting configuration and users, device and sensors 
provisioning procedures; 4) Identity Access Management, for implementing the 
central functionalities for users and application security; 5) Device management 
module to manage all the aspect of interaction with IGW; 6) An analytics 
module, for gathering all the information related to SCENE service, 
postprocessing it and inferring different metrics 7) managing caching and 
prefetching in IWG for content delivery purposes 

API An Interface layer to allow SCENE to dialog with all components of the Platform 
as well with External Smart City Services. It will be realized by using standard 
technologies  
 

IGW The Intelligent Gateway has to perform following main functions: 

1) Data Collector: This module has to communicate with IOT Sensor in order to 

perform set of operations such as push data to the IOT sensor in order to 

perform specific operation and/or pulling data from IOT sensor and send it to 

Service Platform. 

2) SOTA (Software Over the Air): Install set of smart cities application into the 

gateway and run it instead of executing into  

3) Management of IoT sensor 

4) Content delivery: 4.1) Interface with Internet 4.2) content caching and 

prefetching 4.3) content distribution using WIFI 

5) expose API for Service Platform in order to retrieve data for analytics for 

example  

6) MUST have internet connectivity in order to communicate with the Service 

Platform 

IoT Sensors They are the IOT sensors belonging to a generic Customer, deployed throughout 
the Smart City. They will interact with IGW for sending data to SCENE Platform 

External 
Smart City 
Services 

They are the Customers' systems to whom the SCENE Platform offer its services 

UCx They are the instance of “External Smart City Services” dedicated to our Pilot 
Use Cases 

Table 14 - SCENE modules 

This general architectural scheme represents the initial organization of the SCENE Platform from 

the start of the project. The functional modules here described show the overall structure of the 

system and constituted the input for determining the initial SCENE Platform Architecture 

described in the deliverable D2.2. The final architecture of the platform will be presented in the 

deliverable D2.4. 
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8 CONCLUSION 
 

This deliverable documents the final version of the Use Cases, and the resulting system and 

module requirements. Some of these requirements were already successfully implemented and 

tested in the first phase of pilots. The rest of the requirements will be implemented for the second 

phase of pilots and validated in D6.3 and D6.4. 
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